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Safe Harbor Statement

The following is intended to outline our general product direction. It is intended for
information purposes only, and may not be incorporated into any contract. It is not a
commitment to deliver any material, code, or functionality, and should not be relied upon
in making purchasing decisions. The development, release, and timing of any features or
functionality described for Oracle’s products remains at the sole discretion of Oracle.
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Current Landscape: Reality Check

1 Most enterprises are adopting a pragmatic, will have
o _ hybrid cloud
phased, co-existing approach towards hybrid cloud
2 _ . _ _ . Less the 50% of
Consolidation, standardization and automation SR databases have
o consolidated
are still in early stages i

96% survey
have more
than 3

management
tools, 27%
more than 10

3 Management is highly fragmented, too many

tools for managing different parts

ORACLE’
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Enterprise Management Strategy

—L—

Single pane of glass for managing

e Across the stack

— Provide unified solution for hardware and software
management

— Complete solution for performance management,
lifecycle management and cloud management

* Across on-premise and Oracle Cloud

— Provide comprehensive hybrid cloud management at-par
with on-premise capabilities
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“The Communication Hub of Oracle”
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ENTERPRISE MANAGER

Single pane of glass for
hardware and software
management

Centralized communication
& collaboration for
diagnostics and
troubleshooting

Designed to share critical
information while
maintaining sandboxes

Integrated named
credentials & auditing
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Unified hardware and software monitoring

ORACLE

EMTERPRISE MAMNAGER
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Single pane of glass for hardware
and software monitoring

Ease of diagnostics with drill
down from application

Single framework for complete
stack monitoring

e Groups and Systems
e Alerting and Incident Management
e Security and Credentialing

* Job system



Database Lifecycle Management (DBLM)

E» DBLM Overview

E» Database Provisioning

E» Patch Automation

E» Configuration Standardization

B STIG Compliance
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Key Challenges and Solutions

Unmanaged asset sprawl Configuration Pollution Slow time to delivery

+ 28% have an annual database « Too many versions, patch levels - Days to Weeks to provision
instance growth of more than 20% and sizes database services for key projects
* Less than 50% have consolidated « 1400 variants across 3 major + Weeks to clone a complete
releases for a large telecom middleware stack, such as SOA
customer
Consolidation Standardization Automation

*I0UG Survey, 2013
OQACLE Copyright © 2016 Oracle and/or its affiliates. All rights reserved.



Database Lifecycle Management
How Do All These Come Together

= Patch Advisories via M

racle Recommendations
= Regulatory (STIG)
= Report
= |nventory &Trend
= Automatic Change Reconciliation
= Authorized vs Unauthorized

= Upgrade Advisories from MOS
= Configuration Policy Violations

Discovery
&
Collection

= Topology guided Impact Analysis
= Config Comparison for Drift Analysis
= To Gold & Baseline
= 1tol,1toN
= Target and System
DB Change Management
Data Comparison
Data Governan
Patch Plans:

ORACLG Copyright © 2016 Oracle and/or its affiliates. All rights reserved.

= Patch/Upgrade database and Gl

= Mass deployment/Provisioning

Cloning/migration of binaries and

abase (incl’ pluggable)
chronization

R Policy Actions




Program Agenda

E» DBLM Overview

E» Database Provisioning

E» Patch Automation

E» Configuration Standardization

B STIG Compliance
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Databases Cloning using Oracle Enterprise Manager 13c Provisioning

Database Provisioning

* Mass Deployment of Oracle Software Save Gold image (and Deploy saved Image and
(Database, Real Application Clusters) optionally data) from source data to target systems
’ systems to EM software with customizations
* Supports all versionsup to 12.1 library

including Pluggable Databases o = =
* Gold Image cloning and standardized GR*RR &

EEEEEE

software deployment via Profiles ‘ Software Library Storage
* Lock down access for controlled and ~ Seurce DB systems fereet B systems
error free deployments @

OI?AC l—e Copyright © 2016 Oracle and/or its affiliates. All rights reserved. 12



Program Agenda

E» DBLM Overview

E» Database Provisioning

E) Patch Automation

E» Configuration Standardization

B STIG Compliance
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Overview: Patch Automation Solution

Traditional Estate Multi-Tenant Engineered Systems

* Automated Patching via
Patch Plans

* Advice/recommend patches
based on configuration

*  Minimize Downtime, identify
issues with pre requisite
check

* Patch Templates and
Compliance Standards

*  EMCLI Support

ORACLE

adds...
Plug/unplug

ss?
—

Container DB Patching

Continuous Drift and

<

\*J—  Configuration Auditing for —
PDB’s 3
°
adds...
= Self Service maintenance \
3] Simple Subscription using “Gold-
Image”
gl Real time Patch Tracking which o

helps in real time compliance

Copyright © 2016 Oracle and/or its affiliates. All rights reserved.
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ORACLE

13°
ENTERPRISE MANAGER

adds...

Extending Patching beyond
the Database software

Patch the database grid

Patch storage grid

Patch InfiniBand network

Patch recommendations for
the Quarterly Full Stack
Download Patch.

Comprehensive dashboard
of the maintenance status
and needs.
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Patch Management with Oracle Enterprise Manager 13c

Detect and verify patching success * Advise/recommend patches based on

Detect drift from existing gold images and rebuild them configuration
for future software rollouts _ « Provides patch rating and community
Patch Compliance tracking and reporting feedback

Revert to previous version in

case of regression** z

Patch ORACLE 1 3(;
Verification ENTERPRISE MANAGER

& Reporting

Patch
Planning

Support Rolling patches for RAC, Pluggable + Create Patch Plans & templates to apply
DBs** multiple patches in a single downtime**

. Patch . .
Support out-of-place patching/upgrade for I » Detect conflicts and file merge requests
single instance databases** Rollout + Perform pre-flight dependency and impact
Support patching Exadata Database Cluster analysis**
Stack**
Support Group based patching** **New or Significantly Enhanced

ORACLE: ) by “Operators”
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n Maintenance Overview
Last QFSDP Check Jun 08 8:55 AM PDT

Last Exachk Run Apr22 12:45 AM PST
View Software Update Knowledge

[l oracle Database Server 1(14)
Latest QFSDP Applied N/A

Update Status (|~ 1)

¥ Oracle Exadata Storage Server 3(34")
test QFSDP Applied June 2015 (1 of 3)
Update Status (|2 1)

"% Oracle Infiniband Switch 2(2f)
Latest QFSDP Applied N/A

Update Status ([~ 2)

ORACLE

June 2015
Recommended QFSDP
Downloaded Jun 05 6:33 AM PDT

ORACLE’ Enterprise Manager Cloud Control 13c & . v %~ @ v ﬁ v Q SYSMAN v ===
4+ DB Machine oracle.com ® E| s.oracle.com

= g Database Machine v Page Refreshed Jun 8, 2015 11:39:02 AM MDT o '
Software Update Auto Refresh  Off v

E 6

Targets

5 1

Targets Needing Update Updates In Progress

3 Oracle Exadata Storage Server Settings

Patching Process .. Add Patch >
View w

=}= Select QFSDP Analyze Deploy % Rollback " Analyze > Deploy. Rollback.
T Jeleciea Wrdur
arget ;
Target Name Status Current Version Ve Updqte Update Status Last Analyze Last Deploy
Version
Analysis in Prog... £
g .._ccw.c.usoracleco f 121114 0CT2014 1212... D
g .L.ifudlllS2usoracleco g 112321 Deployment Su, 1AMPDT Jun8,20153:17:11 AN
-[ clemAaaladmn? e Aaracla ~n F-N 14497979514 liina ON1ER 147 1 1 Anahmwicr Curcn lun © IN4AR 2-N0-24 AN DNT %
4 -
Selected Patch Details | Operation Log Files = Operation Status Details  Operation Settings
Log File Log Level Description
patchmar.stderr Operation Error log generated during patching operation.
patchmgr.stdout Operation Generic log file generated during patching operation.
eimeeiomemom .- LUS.OFacCle.com.log Target Target Specific log file generated during patching operation.
Copyright © 2016 Oracle and/or its affiliates. All rights reserved. 16



Program Agenda

E» DBLM Overview

E» Database Provisioning

E» Patch Automation

E» Configuration Standardization
B STIG Compliance
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Continuous Drift and Configuration Auditing

4 Compliance Framework Summary
¢ CO nfl g U ratl O n A U d It Framework Corporate Security Framework

System Security Weblogic Security Database Security

— Validate conformance to standards or benchmarks
using discrete logic

— Best for Industry and internal standards (STIG,CIS) 38% 75% 83%

* Continuous Drift @

— Validate conformance to standards using Reference

. . Drifted Targets
configuration

\ ’ @ 26% ofthe targets have drifted

Drift Monitored Targets 35

— Best for critical and rapidly changing configuration
settings

OQAC l—e Copyright © 2016 Oracle and/or its affiliates. All rights reserved. 18



Ready to Use Compliance Standards

* Available Standards based on:
— Oracle’s best practices and Security recommendations
— Oracle Database and WebLogic STIG Benchmarks
— ORAchk for Engineered Systems and Databases

— —
* 1,000s of checks in Compliance Library —
* Automated remediation with corrective actions @
* Customizable to meet Internal best practices
ORACLE
1. Leverage Oracle provided rules matching your own T soLamls
2. Tailor Oracle provided rules with known exceptions v PCl

3. Build custom rules to exactly match requirement

OQAC l—e Copyright © 2016 Oracle and/or its affiliates. All rights reserved.
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v ORAchk
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Configuration & Compliance Management
Key Features

Setup and Maintenance Operational
- Comparison Templates — Ignore * Summary Dashboards
expected differences — Compliance and Drif
* Group Association @ * Side by Side Results@
— Current and future members — Compare Cls across N targets in single

— Supported — Admin, Dynamic, Static view

. Test Mode @ * Incident Management Integration

— Standard ruleset notification

— Test Definition before mass deplo
e PIoY methodology

— Option for new group members can be _ _
tested before results added * Corrective Actions — Manual/Auto

ORACLG Copyright © 2016 Oracle and/or its affiliates. All rights reserved.




oOoRALCLE Enterprise Manager Cloud Contred 13¢

Comparison & Drift Management

111
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e
o
in

Overviow
“

One-Time W{Mnnua!)
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(M View )
| Templato Rosufty

s = o

One Time Compare

Compare lalest or saved target configuration
10 one Or Mmose largels

Unon:
= Troubleahooting or nvestigstng

prodlems where 8 change is suspectied

e Tuning a comparisan torrplate before &s

une n Dt or Conamtancy Managoment
Typical Scope: Smal number of targets

15 Create Comparizon

Drifted Targets

24

© 268% of the targets have drifted
Drft Monitored Targetls

K> O~

r O~ Ty Q DVAVOLFt w

Fage Retreshea Aug 13, 2015 112285 pmute G

Daft & Consistency Management (Automatic)

— =

Drift Management

Compare latest or aaved target configuration
10 ONe of Mmare targets

Uneos:
= Ensumng target configuration refmans the

same as reference of saved target
= Nothficalion when target configuration
change resuts in undosired differences

Typkcal Scope;: Large sat of targets

77 Create Definition

92

—[E |

=T

& e

/m
Rosuns

Consistency Management

Compare largeta within o contanar for
consistency

Unos:
= Ensuring targets of simfar target type

wWihin a system reman the same
e Lnnuring targets with atatic or dynamic
group roman consstent

Typical Scope: Large number of targets

1! Create Definition

Inconsistent Targets

4

0 100% of the targets are nconsistent
Consistency Monitored Targets 4

ORACLE
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Drift and Consistency Management @

« Drift Management — INTER Target
e

- : ', ¢+ Large scale and dynamic INTER target
/ configuration difference tracking

« Source can be live or saved baseline

o (o o
o (o
i

Baseline

» Consistency Management — INTRA Target

IR L T - Auto comparison of member targets
===
——— / - System targets only ( Exadata, Cluster DB, etc)

i

Oracle Engineered System

ORACLG Copyright © 2016 Oracle and/or its affiliates. All rights reserved.



Drift and Consistency Management
Key Customer Use Cases

Drift Consistency
* DB Initialization Parameters * RAC DB Instances
— Saved DB Reference to 1200+ DBs — Consistency of instances WITHIN 500+ Cluster
DBs

— Compare 50 DB Initialization Parameters Only

* Data Guard Standbys

* Application Patches
— Consistency of Primary DB with it’s DG Standby

— Live Fusion App Instance Ref to 1000+ Databases
— Compare ONLY Patches — 100s of DB systems
* Host Configuration * Exadata Storage Cells
— Live Linux Host Reference to 500+ Hosts — Consistency of Storage Cells within Exadata

— Compare Extended configuration collections

OQACLE Copyright © 2016 Oracle and/or its affiliates. All rights reserved. 23




Reusable Compliance Hierarchy

* Compliance Framework

— Group Compliance Standards different Target
Types

* Compliance Standard
— Group of Compliance Rules
— Specific to Single Target Type
* Compliance Rule
— Discreet Check or Test
— Specific to Target Type
* Real Time Facet

— Group of related entities
— Files, Processes or Users

ORACLE

Compliance Frameworks

Compliance Manager,
Security Auditors

Compliance Standards

- g

DBAs, Admins,
IT Managers

Compliance Rules

Real Time Facets

Copyright © 2016 Oracle and/or its affiliates. All rights reserved.
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Program Agenda

E» DBLM Overview

E» Database Provisioning

E» Patch Automation

E» Configuration Standardization

D STIG Compliance

OQACLE Copyright © 2016 Oracle an d/ori ili



About STIGs

* STIGs - Security Technical Implementation Guides
* Published by US Defense Information Systems Agency

* According to the DISA website, “The STIGs contain technical guidance to ‘lock down’

information systems/software that might otherwise be vulnerable to a malicious
computer attack.”

* Available for Operating Systems, Applications( App Svr, Databases, etc ) and
much more.

* Who uses them?
— Many US Government agencies are required to follow them.

— Many US and non-US commercial companies voluntarily follow or base their internal
standards on these benchmarks.

OQACLE Copyright © 2016 Oracle and/or its affiliates. All rights reserved. 26




STIG Implementation Issues

* Challenges
— Mainly manual effort to check/validate conformance
— Drift over time can result in undetected violations until checks repeated
— Very costly and resource intensive to validate

* Requirement
— Automated solution to continuously validate against the STIGs
— Proactive alerting of change resulting in non-conformance

ORACLE Copyright © 2016 Oracle and/or its affiliates. All rights reserved.
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Oracle Database 11g STIG Compliance Standard
* What is it?

— Turn key solution to automatically audit and report conformance of your Oracle 11g
Databases against the STIG benchmark

— Based on the DISA Security Technical Implementation Guide for Oracle Database 11g
Version 1.8 Rev 1.8

* What do | need to use it?
— Enterprise Manager and Agent must be 12.1.0.4 or later

* How is it licensed?
— It is part of the Oracle Database Lifecycle Management Pack

ORACLE Copyright © 2016 Oracle and/or its affiliates. All rights reserved.
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Oracle Database 11g STIG Compliance Standard

* Includes both Oracle Database and
Oracle Home Checklists

Enterprise Manager

* Almost all “Scripted” defined PN i Bl
checks have been automated. Complincs Uy

Congbiren Famenors  Complance Standards  Compbance Stardind Nudes  Raal dvs Morrioeng Faors

* ~20% Manual/Interview checks sl

o fr pet s on 3 ptandartl, ghgt e o and select on opetation. To delete muftpde stardards, select sudtple rows and chok De
e T ( e L o Dty o (ke s e ¥ L]
automated. Aome e [Roowe.  (@Oveiibe. S0mieisk Lo ot At e J
C " Compharce -
Compbance Standad Destripton o Saste Apchkcabde To

e e . Coiiaity Techane vt tiory Enurss e Orace Dot Y i with Te Secunty
vt My o oo | Ted ey Implementation Gude (STIG) The conplance o Mab
° Re maini ng re q uire manua | () Cuselsmoc vean 18} o Orade L e oroted cherls of smaty | PO Database Vet
Dstshase Readerwss Revery (A1) Pwcidnt
I
Attestation.

| ACLE Copyright © 2016 Oracle and/or its affiliates. All rights reserved. 29



Contains Oracle Database and Oracle Home Checks

Guk

Securty Technical Inplement
ORACLE
Database Irntance
4 Target Property Filte
Oper sty Sywtern
Targe! Ulecrcie State
Verson
Patfoem

Producton

Ensures Te Orade Databane
Grice(STIG), The complance
Revew (SRR) cheddst,

Mitp: [ fase dsa o fstgninde

View Complance Standard: chnical Tmph Gade(STIG Version LB) for Orade Database
Select & Comphance Stancard heerardhy node to see s detafs.
‘amqrmmmmmaﬁncvnmmmanmm p Properties
« |- Oracke OBME Installabon Check Procedures |
DO0001 DAVS version aupport rity Tech
m:mwmpuwn:m None
DGO00S DEVE admnistrateri 05 accounts Author
8 062007 0806 security complerce - Aopkcatia To
DGO00S DSVS software vary permssons
Emwmmvem
mxxmcu—mmwl
nrmummnmmm
DGO0 13 DBVS backup procedures ZomeAsnce
DGE0018 DIMG urused componerns Eawis
DGO DEVS shared productonevelopment (se
8 560015 086 softvre ownersp .
DGO020 DBME Dackuo and reconvery testing Aefarence
21006 softwere and confgur st baseine R w:r“
DGOO25 DIVS encrypbion complance

mnmmnmmnmm
DE0041 0BMS nstallation account use QNG
DGOIHIM software rutalaton sccount use
DGOOS0 DOVS software and configuraton fie marstorng

ORACLE

4 Keywords
Keryword Nare
Secunty

Anndard Teocks " M P

View C i, Y
Selact n Complrce Standard he=archy node 10 see its desals

4 . ahcmw’mﬂlmﬁdvﬁ'l!;m 1.8 for Cracke Catubaw

Borpe o Jretalabon Chack Proced.res |
« 5= Cructe Databiome Chwck Procecires
DG0004 DOMS spclcation obyect owner accourts
Exx&mm-«hwmm
BOGCUHMMW anc sample datsbeses
BCX@UM:’MA defrvion langusge e
um:uzsnmmw
Bmmmmwu nanterance
“mnmwd changes to dats
EO‘R\J!}M skt recrd acoess
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B_o:;uou D5 5% muthentzaton
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Emnmmmvm
8 00073 ot fued ogn scomnt o3
'oomuux.mua soounty

-
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de{STIG Version 1.8) for Oracle Database

o Properties

v Techmical tmpl Copale{ ST
Seaunty Techricosl Inplementagon |
ORACE
Databisa Irutarce
o Target Property Filter
Cperatng & pstem
Target Ufecyce State

Version
Hasform

g
:

Complance Praducton

Eroges the Orack Dstabase comp
Guadde(STIG). The complance stind
Revew (SRR) checdst
nitn/fase deaa, md 5005 deddex hibn
ferpon |

4 Mewwards
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Compliance Rule to STIG Mapping

Compliance Rule Type STIG Check

Agent-Side Script

Manual Manual/Interview

Compliance Rule STIG Check

Name STIG ID + Description

Severity Severity

Description Check Long Name

Rationale Vulnerability Discussion

Configuration Extension Script

* Exceptions Noted in Oracle Database Compliance
Standards Reference guide in EM Documentation

ORACLE

Complance Rule Detais: DGO004 DBMS

Aube] DOOOOA DS spica i et swrey accounts
Fude Type  agent e Hae
Target Property Fiter
Ruratng Spemer
Terget Lfecpde Saale

r-um.- h;n in
o ol :a»;‘

Te%s r"um:l e obpect
padten 2 !-uvru v,z-

) e aocount cakd g undetezted
art, it S0k De srabiad ondy whan

Rule Check Definition

1 object owner accoums

Apw e Ty Datedese mance

371G Configy shon

Mt Mave  DGOODA DRSS appdcaton shiect omner acoonts

OVSrS, TOSTS  LBACE

DLy Sl S Inct Sopicaten abeect ey it [iowres || 61w
5, NRL GAU SRITRITY S, ALSORASCAREMALENTICATIIN, CTXY
= NODATA MOSPS WaMT_ Y, TOM, D0 ’: C&‘\C"J,.,CKT\J.C.’{"
SuUTL n' PEREY TAT " tlxl RE 2DV T'df =2 ‘L‘\nh '.-t“‘- 3

ot dsabiad.” wae ban de_obiects, ta_Lsers where swrey rot n

OROSTS DI RTTPADMIN,
SYIAN, STSTEM, "THACES M
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Detailed and Actionable Findings

* Findings include violation context
— Offending database
— Specific Check findings

A Password e time set to DEFAULT for profile MONITORING_PROFILE.
General  hotfcabion My Orade Sgot uwedge  Allodaies  vhalwy  Retated Eveni

© Luded Hevoletion

— Date discovered
— Guided Resolution

* Recommendation offered ( as per
STIG documentation.)

ORACLE

e Seaty Tedwecs Inplaveniation Gude(STIG ¥erson LT)

for Oeacd

ce ORAQE

Roct Corgdarcs
Stadad Verzen

Hibe N
e Toe
Torget

Evant Reported
Lot Lpelated
Parsage

Lit Corvaest
tevnal Event Namve
Eveent Type

Categevy
Recorded
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32



Reporting — Flexible and Integrated

* Results viewable:
— Across Databases
— For single Database
— For single Check

* Historical trend and score
information

* Schedule and Email
* Formats — PDF, HTML, CSV

ORACLE

Security Technical implementation Guide (STIG) 7 Days Compliance Report

The 1epadt is geowrated for the lawt 7 Sy snce Jen 12200 96) B2

'
Y Y CSTRT) ol L4
[ [T AY URTRY i

Top 10 Least Compliant System Targets for this Framework

Crinnd | Warmeng Conmptmet | Crew Warsey
{ | { rnen
} J S | e | olasons |
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Si m p I e a n d E a Sy to U S e Compliance Frameworks  Compliance Standards  Compliance Standard Rules  Real-time Menitoring Facets

> Search
o TWO S i m p I e Ste p S To perform an operation on a standard, highlight the row and select an operation. To delete multiple standards, select m
Actions = View Create...  [FjCreatelike... & ShowDetsls g7 Edit.. 3 Delete 7 as
Compliance Standard Association Count Description
1. Select Standard - - crares e
EI Security Technical Implementation Guide(STIG Version 1.8) for Orade Technical I
Cluster Database automates 1
| checklist,
2 . S e e Ct Ta rget S 1 I ﬁ Security Technical Implementation Guide(STIG Version 1.8) for Orade 1 IE;;uer:‘ISE:;
° Database h scripted che
* Results — Almost Immediately - :
. Sewmrch
* Check run daily ( by default) e o o o
Dol o "o ;:
. LN o . g Databess Iratarcs  SC61g
* Configurable Notification on e wwo e o
sestel e Databuse lratarce  dedtan °
H H restdo Catabase Jotance  So0gae.| 3
VI O I at I O n tesuls Database Irstance 30208 f
wstdnh Database Jretance  Scllgee.) '
2 resti$od Databese Jretance gDt o
. st Databese Intance %0 1mas )
RowsSeeced 2 Moze MUn Seect
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Enterprise Manager — Single Compliance Solution for Cloud
For Automated Security Compliance Auditing

A Highly automated

¥l Continuous auditing

K%/ Proactively alert on findings and issues

X Automated remediation or guidance

M Robust and flexible reporting

OQACLE Copyright © 2016 Oracle an d/or its affiliates. All rights reserve d.
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