D E s CALIFORNIA DEPARTMENT OF
GENERAL SERVICES Governor Edmund G. Brown Jr.

July 19, 2016

Mr. Craig D. Adler

DLT Solutions, LLC

2411 Dulles Corner Park, Suite 800
Herndon, VA 20171

Subject: DLT Solutions, LLC California Multiple Award Schedule (CMAS)

CMAS Contract No.: 3-16-70-1047B
CMAS Contract Term: July 19, 2016 through July 31, 2021
Base GSA Schedule No.: GS-35F-267DA

The State of California is pleased to accept your firm's offer to establish a California Multiple Award
Schedule (CMAS) contract, which we have assigned the CMAS contract number and term identified
above. This contract number must be shown on each invoice rendered. Additionally, this letter shall not
be construed as a commitment to purchase any or all of the State's requirements from your firm. Prior
approval is required from the State for all news releases regarding this contract.

It is your firm's responsibility to furnish, upon request, a copy of this CMAS contract to State and local
government agencies. A complete CMAS contract includes the following: 1) this acceptance letter,

2) CMAS cover pages (which includes the signature page, ordering instructions and special provisions,
and any attachments or exhibits as prepared by the CMAS Unit), 3) CMAS terms and conditions,

4) Federal GSA terms and conditions, and 5) product/service listing and prices. The CMAS Unit strongly
recommends that government agencies place orders with Contractors who provide ALL of the contract
elements described above.

To manage this contract, Contractors are directed to the "CMAS Contract Management and Information
Guide”, which can be accessed at www.dgs.ca.gov/pd/programs/leveraged/cmas.aspx, then select the
“For Suppliers/Contractors” link.  This guide covers topics such as CMAS Quarterly Reports,
amendments, extensions, renewals, Contractor's change of address or contact person, company name
change requests, and marketing your CMAS contract.

It is the Contractor's responsibility to submit on a timely basis detailed CMAS Quarterly Reports (along
with any applicable incentive fees).

THE NEXT QUARTERLY REPORT DUE FOR THIS CONTRACT IS Q3-2016 (JUL-SEP)
DUE BY OCT 15, 2016.

The "Approved CMAS Contractor" logo is only available to CMAS contract holders for display at
conferences or on other marketing material. A login and password is required to download the logo. Go
to http://www.dgs.ca.gov/pd/Resources/FormsResourcesLibrary.aspx , then select “Reference Material”;
click on “CMAS Logos" under the heading "Marketing Tools". At the prompt, enter the login:
“‘ecmassupplier” and the password: “cmas010194".

Should you have any questions regarding this contract, please contact me at 916/375-4554. Thank you
for your continued cooperation and support of the CMAS Program.

B /) s Sl
JANN

WELK, Program Analyst
California Multiple Award Schedules Unit

PROCUREMENT DIVISION | Sfafe of California | Government Operafions Agency
707 Third Streel, 2nd Floor | West Sacramento, CA 95605 | 1 916.375.4365F 916.375.4663






_ Procurement Division
D G s s o e e g R 707 Third Street, 2" Floor, MS #2-202
GENERAL SERVICES West Sacramento, CA 95605-2811
State of California

MULTIPLE AWARD SCHEDULE
DLT Solutions, LLC

CONTRACT NUMBER: | 3-16-70-1047B
SUPPLEMENT NO.: N/A
CMAS CONTRACT TERM: | 7/19/2016 through 7/31/2021

CONTRACT CATEGORY: Information Technology Goods &

Services
APPLICABLE
TERMS & CONDITIONS: Septetber 8, 2014
MAXIMUM ORDER LIMIT: $500,000
FOR USE BY: State & Local Government Agencies
BASE GSA SCHEDULE NO.: | GS-35F-267DA
BASE SCHEDULE HOLDER: | DLT Solutions, LLC

This contract provides for the purchase, warranty and installation of
hardware and software, hardware and software maintenance, and
information technology (IT) consulting services. (See page 2 for the
restrictions applicable to this contract.)

NOTICE: Products and/or services on this CMAS may be available on a Mandatory Statewide Contracts. If this
is the case, the use of this CMAS is restricted unless the State agency has an approved exemption as explained
in the Statewide Contract User Instructions. Information regarding Statewide Contracts can be obtained at the
website:  http://www.documents.dgs.ca.gov/pd/contracts/contractindexlisting.pdf. This requirement is not
applicable to local government entities.

ANY REFERENCE TO A SPECIFIC MANUFACTURER'S OR PUBLISHER'S WARRANTY OR TERMS AND
CONDITIONS AS SHOWN IN THE BASE DLT SOLUTIONS, LLC GSA SCHEDULE ARE NOT APPLICABLE
TO THIS CMAS CONTRACT.

The most current Ordering Instructions and Special Provisions and CMAS Terms and Conditions, products
and/or services and pricing are included herein. All purchase orders issued under this contract incorporate the
following Ordering Instructions and Special Provisions and CMAS Terms and Conditions dated September 8,
2014.

Agency non-compliance with the requirements of this contract may result in the loss of delegated authority to
use the CMAS program.

Contractor non-compliance with the requirements of this contract may result in contract termination.

(7%\ an Ul Effective Date: 7/19/2016
JANNA WELK, Program Analyst, California Multiple Award Schedules Unit
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DLT SOLUTIONS, LL.C
CMAS NOC. 3-16-70-10478

CMAS PRODUCT & SERVICE CODES

The CMAS Product & Service Codes listed below are
for marketing purposes only. Review this CMAS
contract and the base contract identified below for the
products and/or services available on this contract.

Brand-Autodesk
Brand-BDNA
Brand-BMC
Brand-Dell
Brand-Google
Brand-Informatica
Brand-Red Hat
Brand-Symantec
Brand-Veritas
Software

AVAILABLE PRODUCTS AND/OR SERVICES

The ordering agency must verify all products and/or
services are currently available on the base GSA
schedule. at the GSA elibrary. Access the GSA
eLibrary at www.gsaelibrary.gsa.gov.

All of the job titles In the base GSA contract identified
below are available within the scope of this contract:

You may verify the following current information about
the job fitles available on this CMAS contract at the GSA
el.ibrary (using the base GSA contract number identified
below):

+ Description of the functional requirements
+«  Minimum education and experience requirements
»  Maximum pricing allowed {lower pricing acceptable)

Access the GSA elLibrary at www.gsaslibrary.gsa.gov.

EXCLUDED PRODUCTS AND/OR SERVICES

Repair services and training courses are not available
under this contract.

CMAS BASE CONTRACT

This CMAS contract is based on some or all of the
products andf/or services and prices from GSA
Schedule No., GS-35F-267DA (DLT SOLUTIONS,
LLC) with a GSA term of 4/11/2016 through
4/111/2021. The term of this CNAS contract
incorporates an extension of three months heyond
the expiration of the base GSA contract, and is
shown in the “CMAS Term Dates” on page 1.

Ordering Instructions and Special Provisions

ISSUE PURCHASE ORDER TO

Agency purchase orders must be mailed to the following
address, or faxed to (866) 708-6867:

DLT Solutions, LLC

2411 Dulles Corner Park, Suite 800
Herndon, VA 20171

Attn: DLT Sales Department

Agencies with questions regarding  products and/or
services may contact the contractor as follows:

Contact: Sonia Pamepinte
Phone: (703} 773-9296
E-mail: gwac@dlt.com

CALIFORNIA SELLER’S PERMIT

DLT Solutions, LLC's California Seller's Perinit No. is
101643630. Prior fo placing an order with this
company, agencies should verify that this permit is still
valid at the following website: www.boe.ca.gov.

CONTRACT PRICES

The maximum prices allowed for the products andfor
services availlable in this CMAS contract are those set
forth in the base contract identifled on page 2 of this

" contract,

The ordering agency is encouraged to seek prices lower
than those on this CMAS confract. When responding fo
an agency's Request for Offer (RFO), the contractor can
offer lower prices to be competitive.

AMERICAN RECOVERY AND REINVESTMENT ACT
(ARRA)

Ordering departments executing purchases using ARRA
funding must attach the ARRA Supplemental Terms and
Conditions document to their individual RFOs and
purchase documents. Departments are reminded that
these terms and conditions supplement, but do not
replace, standard State terms and conditions associated
with this CMAS contract. The ARRA Supplemental
Terms and Conditions can be accessed at

-www.documents.dgs.ca.gov/pd/poliproc/ARRATand%20

C081009final.pdf.
WARRANTY

For warranties, see the federal GSA schedule and the-

CMAS Terms and Conditions, General Provislons,
CMAS Warranty.

Contractor personnel shall have the experience,
education and expertise as delineated in the CMAS
contract.



CALIFORNIA MULTIPLE AWARD SCHEDULE (CMAS)
PLT SCLUTIONS, LLC
CMAS NO. 3167010478

DELIVERY

30 days after receipt of order, or as negotiated between
agency and contractor and included in the purchase
order, or as otherwise stipulated in the contract.
SHIPPING INSTRUCTIONS

F.0.B. (Free On Board) Destination. Seller pays the
freight charges.

PURCHASING AUTHORITY DOLLAR THRESHOLD

No CMAS order may be executed by a State agency
that exceeds that agency’s CMAS purchasing authority
threshold or the CMAS maximum order limit, whichever
is less.

HOW TO USE CMAS CONTRACTS

Agencies must adhere to the detailed requirements in
the State Contracting Manual (SCM) when using CMAS
contracts. The requirements for the following bullets are
in the SCM, Volume 2, Chapter 6 (for non-IT) and the
SCM, Volume 3, Chapter & (for IT):

+ Doevelop a Request for Offer, which includes a
Scope of Work (SOW), and Bidder Declaration
form. For information on the Bidder Declaration
requirements, see the SCM, Volume 2, Section
3.5.7 and Volume 3, Section 3.4.7,

» Search for potential CMAS contractors at
www.dgs.ca.gov/pd/Programs/ieveraged/CMAS .a
spx, select “Find a CMAS Contract”.

» Solicit offers from a minimum of 3 CMAS
contractors including one small business and/or
DVBE, If availlable, who are authorized to sell the
products and/or services needed.

« [f soliciting offers from a certified DVBE, include
the Disabled Veteran Business Enterprise
Declarations form (Std. 843) in the Request for
Offer. This declaration must be completed and
returned by the DVBE prime contractor and/or any
DVBE subcontractors. (See the SCM Volumes 2
and 3, Chapter 3). ‘

e This is not a bid fransaction, so the small business
preference, DVBE participation goals, protest
language, intents to award, evaluation criteria,
advertising, etc., are not applicable.

* If less than 3 offers are received, State agencies
must document their file with the reasons why the
other suppliers solicited did not respond with an
offer.

¢ Assess the offers received using best value
methodology, with cost as one of the criteria.

» |ssue a Purchase Order to the selected contractor.

+ For CMAS ftransactions under $5,000 only one
offer is required if the State agency can establish
and document that the price is fair and
reasonable.

Ordering Instructions and Special Provisions

Local governments set their own order limits, and are
not bound by the order limits on the cover page of this
contract.

SPLITTING ORDERS

Splitting orders to avoid any monetary limitations is
prohibited.

Do not circumvent normal procurement methods by
splitting purchases into a series of delegated purchase
orders (PCC § 10329).

Splitting a project into small projects to avoid sither
fiscal or procedural controls is prohibited (SAM
4819.34).

MINIMUM ORDER LIMITATION

The minimum dollar value of an order to be issued
under this contract is $100.

ORDERING PROCEDURES
1. Order Form

State agencies shall use a Contract/Delegation
Purchase Order (Std. 65) for purchases and
services.

Local govemments shall, in lieu of the State's
Purchase Order (Std. 65), use their own purchase
order document.

Electronic copies of the State Standard Forms can
be found &t the Office of State Publishing website.
The site provides information on the various forms
and use with the Adobe Acrobat Readsr. Beyond
the Reader capabilities, Adobe Acrobat advanced
features may be utilized if you have Adobe
Business Tools or Adobe Acrobat 4.0 installed on
your computer. Direct link to the Standard Form
65:
hitp:/iwww.dgs.ca.gov/dgs/ProgramsServices/Form
s/FMC/Search.aspx

2. Purchase Orders

State and Local Government agencies are required
fo send a copy of each CMAS purchase order to;

Department of General Services

Procurement Division, Data Managemeant Unit
PO Box 980052, MS #2-203

West Sacramento, CA 95798-2052

(or via Interagency Mail Service #Z-1)




CALIFORNIA MULTIPLE AWARD SCHEDULE (CMAS)
DLT 8OLUTIONS, LILC
CMAS NO. 3-16-70-10478

The agency is required to complete and distribute
the order form. For services, the agency shall
modify the information contained on the order to
include the service period (start and end date), and
the monthly cost (or other intermittent cost), and
any other information pertinent to the services

being provided. The cost for each line item should

be included in the otrder, not just system totals.

The contractor must immediately reject orders that
are not accurate.  Discrepancies are to be
negotiated and incorporated into the order prior to
the products and services being delivered.

3. Service and Delivery after Contract Expiration

The purchase order must be issued before the
CMAS contract end term expires. However,
delivery of the products or completion of the
services may be after the contract end term expires
(unless otherwise . specifically stated in the
contract), but must be as provided for in the
contract and as specified in the purchass order.

4. Multiple Contracts on STD. 65 Order Form

Agencies may include multiple CMAS contracts
from the same contractor on a single Std. 65
Contract/Delegation  Purchase  Order. For
guidelines, see the SCM, Volumes 2 & 3, Chapter
6.84.1.

5. Amendments to Agency's Purchase Orders

Agency purchase orders cannot he amended if the
CMAS contract has expired.

The SCM, Volumes 2 & 3, Chapter 6.A5.0 provides

the following direction regarding amendments to all

types of CMAS purchase orders:
Criginal orders, which include options for
changes (e.g., quantity or time), that were
evaluated and considered in the selection for
award during the RFO process, may be
amended consistent with the terms of the original
arder, provided that the original order allowed for
amendmenis, If the original order did not
evaluate options, then amendments are not
allowed unless an NCB is approved for those
amendments. ‘

Amendments unique to non-IT services are coverad
in the SCM, Volume 2, Chapter 6.82.2 as follows:

If the original contract permitted amendments,
but did not specify the changes (e.g., quantity
andfor time}, it may be amended. This only
applies to the first amendment. The time shail
not exceed one year, or add not more than 30%
of the original order value and may not exceed
$250,000. If the original contract did not have
language permitting amendments, the NCB
process must be followed.

Ordering Instructions and Special Provisions

Also, see the SCM, Volumes 2 & 3, Chapter 8,
Topic 6, for more information on amending
purchase orders,

CONTRACTOR OWNERSHIP INFORMATION

DLT Solutions, LLC is a large business enterprise.

SMALL BUSINESS MUST BE CONSIDERED

Prior to placing orders under the CMAS program, State
agencies shall whenever practicable first consider offers
from small businesses that have established CMAS
contracts [GC Section 14846(b)l. NOTE: The
Department of General Services auditors will request
substantiation of compliance with this requiremeant when
agency files are reviewed.

The following website lists CMAS Small Business and
Disabled - Veteran Partners:

www.dds.ca.gov/pd/ProgramsiLeveraged/CMAS .aspx
then select “Find a CMAS Contractor".

In response to our commitment to increase participation
by small businesses, the Department of General
Services waives the administrative fee (a fee
currently charged to customer agencies to support
the CMAS program) for orders to certified small
business enterprises.

See the current fees in the DGS Price Book at:
hitp:/fwww.dgs.ca.gov/ofs/Pricebook.aspx

SMALL BUSINESS/DVBE - TRACKING

State agencies are able to claim subcontracting dollars
towards their small business or DVBE goals whenever
the Contractor subcontracts a commercially useful
function to a certified small business or DVBE. The
Contractor will provide the ordering agency with the
name of the small business or DVBE used and the
dollar amount the ordering agency can apply towards its
small business or DVBE goal.

SMALL BUSINESS/DVBE - SUBCONTRACTING

1. The amount an ordering agency can claim towards
achieving its small business or DVBE goals is the
dollar amount of the subconftract award made by
the Contractor to each small business or DVBE.

2. The Contractor will provide an ordering agency with
the following information at the time the order is
quoted:

a. The Contractor will state that, as the prime
Contractor, it shall be responsible for the overall
execution of the fulfillment of the order.

b. The Contractor will indicate to the ordering
agency how the order meets the small business
or DVBE goal, as follows:
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+ List the name of each company that is certified
by the Office of Small Business and DVBE
Certification that it intends to subcontract a
commercially useful function to; and

¢« Include the small business or DVBE certification
number of each company listed, and attach a
copy of each certification; and

¢ Indicate the dollar amount of each subcontract
with a small business or DVBE that may be
claimed by the ordering agency towards the

- small business or DVBE goal; and

¢ Indicate what commercially useful function the
small business or DVBE subcontractor will be
providing towards fulfillment of the order.

3. The ordering agency’s purchase order must be
addressed to the prime Contractor, and the
purchase order must refersnce the information
provided by the prime Contractor as outlined above,

NEW EQUIPMENT REQUIRED

The State will procure new equipment. All equipment
must be new (or warranted as newly manufactured} and
the latest model in current production. Used, shopworn,
demonstrator, prototype, or discontinued models are not
acceptable.

Where Federal Energy Management Program (FEMP)
standards are available, all State agencies shall
purchase only those products that meet the
recommended standards., All products displaying the
Energy Star label mest the FEMP standards.

SPECIAL MANUFACTURED GOODS

Any contract for goeds to be manufactured by the
contractor specifically for the State and not suitable for
sale to others may require progress payments:.

PRODUCT INSTALLATION

The contractor is fully responsible for all installation
services performed under the CMAS confract. Product
installations must be performed by manufacturer
authorized personnel and meet manufacturer
documented specifications.

The prime contractor, as well as any subcontractors,
must hold any certifications and/or licenses required for
the project.

TRADE-IN EQUIPMENT

Trade-Ins at open market price may be considered. The

product description and frade-in allowance must be
identified on the purchase order.

Ordering Instructions and Special Provisions

Agencies are required to adhere to SAM 3520 through
3520.6, Disposal of Personal Property and Surplus
Personal Property, as applicable, when trade-ins are
considered. A Property Survey Report, Std. 152, must
be submitted for approval prior to disposition of any
State-owned personal property, including general office
furniture regardless of the acquisition valus, or if the
property was recorded or capitalized for accounting
purposes.

INTEGRATED SERVICES

Agencies are prohibited from using CMAS and/or
Masters for large-scale information technology system
integration projects except when specifically approved
by the California Department of Technology.

ELECTRONIC WASTE RECYCLING

The Electronic Waste Recycling Act of 2003 requires
retailers to collect a recycling fee from consumers on
covered electronic devices starting January 1, 2005,
California Public Resources Code, Section 424863(f)
defines a “covered electronic device” as a video display
device containing a screen greater than four inches
measured diagonally. See the code identified above for
more information and exceptions to this definition.

The Integrated Waste Management Board is
implementing this new legislation, and the Board of
Equalization is responsible for collecting these recycling
fees from retailers. See the following two websites for
more information on this topic;

www.ciwmb.ca.qoleIectronicslAct2003l

www.boe.ca.govisptaxprog/ewaste.htm

The electronic waste recycling fee must be shown as a
line item on the agency purchase order before the
Contractor can include it on their invoice.

CONSULTING OR PERSONAL SERVICES

To ensure sufficient expertise for all consulting or
personal services contracts, prior fo issuing an order,
the agency is required to review the resumes of all
personnel the confractor intends to use to fulfil the
order. Each agency is responsible for verifying that
contractor personnel meet any education or experience
requirements listed in the CMAS contract.

Each order should contain, as a minimum, a description
of the task, a statement of the contractor's
responsibilities, completion criteria, a list of deliverable
items (if any), the estimated starting date, the scheduled
completion date, and a fixed cost for each task.

The aggregate of the fixed costs for all tasks constitutes
the fixed price ceiling for all tasks described.
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1. Progress Payments

For IT service contracts, see the CMAS contract [T
Terms and Conditions, Provision #75, CMAS
Progress Payments & Risk Assessment.

For Non-IT service contracts, see the CMAS
conhtract Non-IT Services Terms & Conditions,
Provision #41, Progress Payments.

2. OQutsourcing Services

Careful analysis must be given by State agencies to
using contracted personnel rather than using civil
sarvice positions within State government.

Government Code 19130(c} requires that all
persons who provide services to the State under
conditions  that constitute an  employment
relationship shall, unless exempted by Article Vil
(Section 4) of the California Constitution, be
retained under an appropriate civil service
appointment,

Issuing a CMAS purchase order for services to an
independent contractor is parmissible when any of
the following conditions set forth in Government
Code Section 19130(b) can be met;

Exempt under Constitution

New State function and legislative authority

Service not available; highly specialized o

Technical :

Incidental to the purchase or lease

Conflict of interest; need unbiased findings

Emergency appointment

Private counsel, with Aftorney General (AG)

approval and Governor's Office, if applicable

» Contractor will provide deliverables that are not
feasible for the State to provide

» Training when civil service is not available

« Urgent, temporary, or occasional services when

civil service delay would frustrate the purpose

(see Option 2 below)

* & 2 ® & & * @

When justified as outlined above, personal services
must fall under one of the two following options:

Option 1. CMAS orders for personal services such as
project management, independent wverification and
validation, systems analysis and design, and

miscellaneous services are nof limited to the number of.

hours or months per year that a consultant can work if
the services contracted for are not available within civil
service, cannot be performed satisfactorily by civil
service employees, or are of such a highly specialized
or technical nature that the necessary expert
knowledge, experience, and ability are not available
through the civil service system (Government Code
19130.b (3}). :

Ordering Instructions and Special Provisions

Option 2. CMAS personal services orders for
programmers, systems analysts, and technical
specialists which are of an urgent, temporary, or
occasional nature, such that hiring additional civil
service positions is not feasible, are limited to nine
months {1548 hours} per consuliant within- a twelve
consecutive month peried {Government Code 19130.b
(10)California State Constitution, Article V1I, Section 5).

This provision is per agency and Is inclusive of orders
issued on your behalf by another agency. Contractors
must wait three (3) months from CMAS order
termination/expiration before submitting the candidate’s
resume for work at the same agency/depariment.

For both options above, the contractor may conduct
training courses for which appropriately qualified civil
service instructors are not available, provided that
permanent instructor positions in academies or similar
seltings shall be filled through civil service appointment
{Government Code 19130.b (8)).

For each order, the agency must prepare and retain
in their file a written justification that includes
specific and detailed factual information that
demonstrates that the contract meets one or more
of the conditions set forth in Government Code

19130(b}.

3. State Personnel Board Requirements

State Personnel Board {SPB) approval is required
for a purchase order based on cost savings to the
State as jusfification for not using civil service
personnel.,

4, Statement of Work

A Statement of Work (SOW) must be prepared as
applicable for each Purchase Order. Information
regarding the preparation of a SOW is available at
www.dgs.ca.gov/pd/Programs/l everaged/CMAS .as
px, then select “For State Agencies”, Agencies are
strongly encouraged to use this information when
developing SOW requirements that will accompany
the Request for Offer and the resulting Purchase
Order,

5. Follow-on Contracts are Prohibited

No person, firm, or subsidiary thereof who has been
awarded a purchase order for consulting services,
or a purchase order that includes a consulting
component, may.be awarded a purchase order for
the provision of services, delivery of goods or
supplies, or any other related action which is
required, suggested, or ofherwise deemed
appropriate as an end product of the purchase
arder (Public Contract Code 10365.5). -
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Therefore, any consultant who develops a program
study or provides formal recommendations is
preciuded from providing any work recommended
in the program study or the formal
recommendation,

PRODUCTIVE USE REQUIREMENTS

The customer in-use requirement applies fo all
procurements of information technology equipment and
software, per the SCM, Volume 3, Chapter 2, Section
2.B6.2.

Each equipment or software component must be in
current operation for a paying customer and the paying
customer must be exernal to the contractor's
organization (not owned by the contractor and not
owning the contractor).

To substantiate compliance with the Productive Use
Requirements, the contractor must provide upon
request the name and address of a customer installation
and the name and telephone number of a contact
person.

The elapsed time such equiptment or software must
have been in operation is based upon the importance of
the equipment or software for system operation and its
cost. The following designates product categories and
the required period of time for equipment or software
operation prior to approval of the replacement item on
CMAS.

Category 1 - Critical Software: Critical software Is
software that is required to confrol the overall operation
of a computer system or peripheral equipment.
Included in this category are operating systems, data
base management systems, language interpreters,
assemblers and compilers, communications software,
and other essential system software.

Cost Prior Operation
More than $100,000 8 months
$10,000 up to $100,000 4 months
Less than $10,000 1 month

Category 2 - All Information Technology Equipment
and Non-Critical Software: Information technology
equipment is defined in SAM Section 4819.2.

Cost Prior Operation
More than $100,000 . 6 months
$10,000 up to $100,000 4 months
Less than $10,000 1 month

Crdering Instructions and Special Provisions

OPEN MARKET/INCIDENTAL, NON-SCHEDULE
ITEMS :

The only fime that open market/incidental, non-schedule
items may be included in a CMAS order is when they
fall under the parameters of the Not Specifically Priced

© (NSP) ltems provision. If the NSP provision is not

included in the schedule, or the products andfor
services required do not qualify under the parameters of
the NSP provision, the products and/or services must be
procured separate from CMAS,

NOT SPECIFICALLY PRICED (NSP} ITEMS

Contractors must be authorized providers of the
hardware, software and/cr services they offer under the
Not Specifically Priced (NSP) ltems provision.

Agency and contractor use of the NSP provision is
subject to the following requirements:

1. Purchase orders containing only NSP items are
prohibited.

2. A purchase order containing NSP items may be
issued only if it results in the lowest overall
alternative to the State.

3. NSP items shall be clearly identified in the order.
Any product or service already specifically priced
and Included in the contract may not be identified
as an NSP item,

4, Maximum Order Limitation; For orders $250,000,
or less, the total dollar value of all NSP items
included in a purchase order shall not exceed
$5,000. For orders exceeding $250,000, and at the
option of the contractor, the total dollar value of all
NSP items in a purchase order shall not exceed 5%
of the total cost of the order, or $25,000 whichever
is lower.

5.  An NSP item included in an order issued against a
contract is subject to all of the terms and conditions
set forth in the contract.

6. Trade-ins, upgrades, ‘involving the swapping of
boards, are permissible, where the contract makes
specific provisions for this action. In those
instances where it is permitted, the purchase order
must Include the replacement item and a notation
that the purchase involves the swapping of a board.
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The following NSP items ARE SPECIFICALLY
EXCLUDED from any order issued under this contract:

1. ltems not intended for use in directly supporting the
priced items included in the same order. An NSP
item must be subordinate to the specifically priced
item that it is supporting. For example, a cable,
which is not otherwise specifically priced in the
contract, is subordinate to a specifically priced
printer or facsimile machine, and is eligible to be an
NSP item subject to that cable meeting the
remaining NSP requirements. However, a printer
or facsimile machine, which is not otherwise
specifically priced in the contract, is not subordinate
to a specifically priced cable, and is not eligible to
be an NSP item.

2, Supply type items, except for the minimum amount
necessary to provide initial suppori to the priced
items included in the same order.

3. Iltems that do not meet the Productive Use
Requirements for information technology products,
per the SCM, Volume 3, Chapter 2, Section 2.B6.2.

4. Any other item or class of items specifically
excluded from the scope of this contract.

5. Public Works components NOT incidental to the
total purchase order amount.

6. Products or services the contractor is NOT factory
authorized or cotherwise certified or trained to
provide.

7. Follow-on consultant services that were previously
recommended or suggested by the same
contractor.

The contractor is required to reject purchase orders
containing NSP items that do not conform fo the above
requirements. The contractor will promptly notify the
agency issuing the non-conforming order of its non-
acceptance and the reasons for its non-acceptance.

STATE AND LOCAL GOVERNMENTS CAN USE
CMAS

State and local government agency use of CMAS
corifracts is optional. A local government is any city,
county, city and county, district, or other local
governmental body or corporation, including UC, CSU,
K-12 schools and community colleges empowered to
expend public funds. While the State makes this
contract available, each local government agency
should make its own determination whether the CMAS
program is consistent with thelr procurement policies
and regulations,

QOrdering Instructions and Special Provisions

UPDATES AND/CR CHANGES -

A CMAS amendment is not required for updates and/or
changes once the update and/or change becomes
effactive for the federal GSA schedule, except as
follows:

« A CMAS amendment is required when the contract
is based on products and/or services from another
confractor's multiple award contract and the
contractor wants to add a new manufacturer's
products and/or services.

e A CMAS amendment is required for new federal
contract terms and conditions that constitute a
material difference from existing contract terms and
conditions. A malerial change has a potentially
slgnificant effect on the delivery, quantity or quality
of items provided, the amount paid to the contractor
oron the cost to the State.

s A CMAS amendment is required for changes to
contracts that require California Prison Industry
Authority (CALPIA) approval.

A CMAS amendment is required to update and/or
change terms and conditions and/or products and
services based on a non-federal GSA multiple award
contract.

SELF-DELETING FEDERAL GSA TERMS AND .
CONDITIONS

Instructions, or terms and conditions that appear in the
Special ltems or other provisions of the faderal GSA and
apply to the purchase, license, or rental (as applicable)
of products or services by the U.S. Government in the
United States, andfor to any overseas location shall be
self-deleting. {Example: "Examinations of Records"
provision),

Federal regulations and standards, such as Federal
Acquisition Regulation (FAR), Federal Information
Resources Management Regulation (FIRMR), Federal
Information Processing Standards (FIPS), General
Services Administration Regulation (GSARY}, or Federal
Installment Payment Agreement (FIPA} shali be self-
deleting. Federal blanket orders and small order
procedures are not applicable.

ORDER OF PRECEDENCE

The CMAS Terms and Conditions shall praevail if there s
a conflict between the ferms and conditions of the
contractor's federal GSA, (or other multiple award
contract), packaging, invoices, catalogs, brochures,
technical data sheets or other documents (see CMAS
Terms and Conditions, CONFLICT OF TERMS).
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APPLICABLE CODES, POLICIES AND GUIDELINES

All California codes, policies, and guidelines are
applicable, THE USE OF CMAS DOES NOT REDUCE
OR RELIEVE STATE AGENCIES OF THEIR
RESPONSIBILITY TO MEET STATEWIDE
REQUIREMENTS REGARDING CONTRACTING OR
THE PROCUREMENT OF GOODS OR SERVICES.
Most procurement and contract codes, policies, and
guidelines are incorporated into CMAS contracts.
Nonetheless, there is no guarantee that every possible
requirement that pertains to all the different and unique
State processes has been included.

STATEWIDE PROCUREMENT REQUIREMENTS

Agencies must carefully review and adhere to all
statewide procurement requirements in the SCM,
Volumes 2 and 3, such as:

« Automated Accounting System requirements of
State Administrative Manual (SAM) Section 7260-
62

» Productive Use Requirements, per the SCM,
Volume 3, Chapter 2, Section 2.B6.2.

e SAM Sections 4819.41 and 4832 certifications for
information  technology  procurements  and
compliance with policies,

«  Services may not be paid for In advance,

«  Agencies are required to file with the Department of
Fair Employment and Housing (DFEH) a Contract
Award Report Std. 16 for each order over $5,000
within 10 days of award, including supplements that
exceed $5,000.

¢ Pursuant to Public Contract Code Section 10359
State agencies are to report all Consulting Services
Contract activity for the preceding fiscal year to
DGS and the six legislative committees and
individuals that are |listed on the annual
memorandum from DGS.

» Pursuant to Unemployment Insurance Code
Section 1088.8, State and local government
agencies must report to the Employment
Development Department {(EDD) all payments for
services that equal $600 or more to independent
sole proprietor confractors. See the Contractor's
Std. 204, Payee Data Record, to determine sole
proprietorship. For inquiries regarding this subject,
contact EDD at (916) 651-6945 for technical
questions or (888) 745-3886 for information and
forms.

» Annual small business and disabled veteran
repoms.

¢ Post evaluation reports. Public Contract Code
10369 requires State agencies to prepare post
evaluations on form Std. 4 for all completed non-IT
consuliing services contracts of more than $5,000.
Copies of negative evaluations for non-IT
consulting services only must be sent to the DGS,
Office of Legal Services. The Bureau of State
Audits requires State agencies annually to certify
compliance with these requirements,

Ordering Instructions and Special Provisions

ETHNICITY/RACE/GENDER REPORTING
REQUIREMENT

Effective January 1, 2007, in accordance with Public
Contract Code 10111, State agencies are to capture
information on ethnicity, race, and gender of business
owners (not subcontractors) for all awarded contracts,
including CAL-Card transactions. Each department is
required to independently report this information to the
Governor and the Legislature on an annual basis.

Agencies are responsible for developing their own
guidelines and forms for collecting and reporting this
information,

Contractor participation is voluntary.

PAYMENTS AND INVOICES

1. Payment Terms
Payment terms for this contract are net 45 days.

Payment will be made in accordance with the
provisions of the California Prompt Payment Act,
Government Code Section 927 et, seq. Unless
expressly exempted by statuts, the Act requires
State agencies to pay properdy submitted,
undisputed invoices not more than 45 days after {i)
the date of acceptance of goods or performance of
services; or (li} receipt of an undisputed invoice,
whichever is later.

2. Payee Data Record (Std, 204)

Each State accounting office must have a copy of
the Contractor's Payee Data Record (Std. 204) in
order t0 process payment of invoices. Contractors
are requirad to provide a copy of their Std. 204
upon request from an agency customer. Agencies
should forward a copy of the Std. 204 to their
accounting office. Without the Std, 204, payment
may be unnacessarily delayed.

3. DGS Administrative and Incentive Fees

Orders from Stale Agencies:

The Department of General Services (DGS) will bill
each State agency directly an administrative fee for
use of CMAS contracts. The administrative fee
should NOT be included in the order ftotal, nor
remitted before an invoice is received from DGS.,
This administrative fee is waived for CMAS
purchase orders issued to California certified small
businesses.

See the current administrative fees in the DGS
Price Book at:
hitp:/imww.dgs.ca.gov/ofs/Pricebook.aspx.
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Orders from Local Government Agencies:

Effective for CMAS orders dated 1/1/2010 or later,
CMAS contractors, who are not California certified
small businesses, are required to remit to the DGS
an incentive fee equal to 1% of the total of all local
government agency orders (excluding sales tax and
freight) placed against their CMAS contract(s). This
incentive fee is in lieu of local government agencies
being hilled the above referenced DGS
administrative fee.

This incentive fee is waived for CMAS purchase
orders issued to California certified small
businesses.

The check covering this fes shall be made payable
to the Department of General Services, CMAS Unit,
and mailed to the CMAS Unit along with the
applicable Quarterly Report. See the provision In
this contract entitled “Contractor Quarterly Report
Process” for information on when and whers to
send these checks and reports.

Contractor Invoices

Unless otherwise stipulated, the contractor must
send their invoices to the agency address set forth
in the purchase order. Invoices shall be submitted
in triplicate and shall include the following:

Contract number

Agency purchase order number
Agency Bill Code

Line item number

Unit price

Extended line item price
Invoice total

& & 8 & & & @

Stato sales tax and/or use tax shall be itemized
separately and added to each inveice as applicable.

The company name on the CMAS contract,
purchase order and invoice must maich or the State
Controller's Office will not approve payment.

Advance Payments

Advance payment is allowed for services only
under limited, narrowly defined circumstances, e.g.,
between specific departments and certain types of
non-profit organizations, or when paying another
government agency (GC 11256 — 11263 and
11019), .

It is NOT acceptable to pay in advance, except
software maintenance and license fees, which are
considered a subscription, may be paid in advance
if a provision addressing payment in advance is
included in the purchase order.

Ordering Instructions and Spacial Provisions
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Warranty upgrades and extensions may also bs
paid for in advance, one time, )

Credit Card

DLT Solutions, LL.C accepts the State of California
credit card (CAL-Card).

A Purchasing Authority Purchase Order (Std. 65) is
required even when the ordering department
chooses to pay the contractor via the CAL-Card.
Also, the DGS administrative fee is applicable for ali
CMAS orders to suppliers not California cerlified as
a small business.

Lease/Purchase Analysis

State agencies must complste a Lease/Purchase
Analysis (LPA) to determine best value when
contemplating a leasefrental, and refain a copy for
future audit purposes (SAM 3700). Approval by the
Department of General Services is not required.

Leasing

Except for Federal Lease to Own Purchase {LTOP)
and hardware rental provisions with no residual

“value owed at end term {$1 residual value is

acceptable), Federal GSA Lease provisions are
NOT available through CMAS because the rates
and contract terms and conditions are not
acceptable or applicable to the State.

SEAT Management financing options are NOT
available_through this contract.

As an alternative, agencies may consider financing
through the State’s financial markelplace GS
$Mart™.  All terms and conditions and lenders are
pre-approved for easy financing. The GS $Mart™
Internet address is
www.dgs.ca.gov/pd/programs/statefinancialmarketp
lace.aspk. Buyers may contact the GS $Mart™
Administrator, Patrick Mullen by phone at (916)
3754617 ° or vig e-mail at
atrick. mullen@dgs.ca.qov for further information.

Maintenance Tax

The Board of Equalization has ruled that in
accordance with Section 1655 of the Sales and Use
Tax Regulations of the Business Taxes Law Guide,
that whenever optional maintenance contracts
include consumable supplies, such supplies are
subject to sales tax.

Generally, the State has two options:

1.  For contracts that provide for maintenance
services (l.e., the furnishing of labor and parts
necessary to maintain equipment), the
charges for the provision of maintenance
services are not taxable.
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2. For contracts that provide for maintenance
services and consumable supply items (e.g.,
toner, developer, and staples), the provision
of the consumable supplies is considered a
taxable sale of tangible personal property.
Therefore, State agencies awarding optional
maintenance contracts are responsible for
payihg the applicable sales fax on the
consumable supplies utilized during the
performance period of the maintenance
contract.

The contractor will be required to itemize the
taxed consumables for State accounting
purposes.

CONTRACTOR QUARTERLY REPORT PROCESS

Contractors are required to submit a detailed CMAS
Business Activity Report on a quarterly basis to the

CMAS Unit. See Attachment B for a copy of this form

and instructions.
This report shall be mailed to:

Department of General Services
Procurement Division — CMAS Unit
Aftention: Quarterly Report Processing
PO Box 989052, MS #2-202

West Sacramento, CA 95798-9052

Reports that include checks for incentive fees or that
exceed a total of 5 pages must be mailed and shall not
be faxed or e-mailed. All other reports may be faxed or
e-mailed to the attention of Quarterly Report Processing
as follows:

CMAS Unit Fax Number: (916) 375-4663
CMAS Unit E-Mail: cmas@dgs.ca.gov

For the full instructions on completing and submitting
CMAS Quarterly Business Activity Reports, and a soft
copy of a blank quarterly report form, go to
www.dgs.ca.gov/pd/Programs/L everaged/CMAS .aspx,
and then select “For Suppliers/Contractors”,

Important things to remember regarding CMAS
Quarterly Business Activity Reports (referred to as
“reports” below):

s A report is required for each CMAS contract each
quarter, even when no new purchase orders are
received in the quarter.

¢ A separate report is required for each CMAS
contract, _

s Each purchase order must be reported only once
in the quarter identified by the purchase order
date, regardless of when the services were
performed, the products were delivered, the
invoice was sent, or the payment was received.

« Purchase orders from State and local government
agencies must be separated on the repori, as
shown in the instructions.

Ordeting Instructions and Special Provisions

11

+ Contractors must report the sales activily for all
resellers listed on their CMAS coniract.

+ Any report that does not follow the required format
or excludes required information will be deemed
incomplete and returned to the contractor for
corrections.

» Taxes and freight must not be included in the
report.

e For CMAS orders dated 1/1/2010 or later,
contractors are no longer required to attach copies
of purchase orders fo their reports. This changed
requirement will begin on Q1-2010 reports, which
are due 4/15/2010,

e For CMAS orders dated 1/1/2010 or later,
confractors who are not California certified small
businesses must attach to their quarterly report a
check covering the required incentive fee for all
CMAS sales to local government agencies (see
more information below). This new requirement
will start on Q1-2010 reports, which are due
4/15/2010.

» New contracts, contract renewals or extensions,
and contract modifications will be approved only if
the contractor has submitted all required quarterly
reports and incentive fees.

CMAS Quarterly Business Activity Reports are due in
the CMAS Unit within two weeks after the end of each

" quarter as shown below;

Quarter 1 Jan 1 to Mar 31 Due Apr 15
Quarter 2 Apr 1to Jun 30 Due Jul 15
Quarter 3 Jul 1 to Sep 30 Due Oct 15
Quarter 4 Oct 1 to Dec 31 Due Jan 15

CONTRACTOR QUARTERLY INCENTIVE FEES

CMAS contractors who are not California certified small
businesses must remit to the DGS an incentive fee
equal to 1% of the total of all local government agency
orders {excluding sales tax and freight} placed against
thelr CMAS. contracl(s). This incentive fee is in lieu of
local government agencies being -billed the above
referenced DGS administrative fee.

CMAS contractors cannot charge local government
agencies an additional 1% charge on a separate line
item to cover the incentive fee. The contractor must
include the 1% incentive fee in the price of the products
or services offered, and the line item prices must not
exceed the applicable GSA prices.

A local governmeht agency is any city, county, district,
or other local governmental body, including the
California State University {CSU) and University of

.California {UC) systems, K-12 public schools and

communily colleges empowered to expend public funds.

This incentive fee is waived for CMAS purchase orders
issuad to California certified small businesses.
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The check covering this fee shall be made payable o
the Department of General Services, CMAS Unit, and
mailed to the CMAS Unit along with the applicable
Quarterly Report. See the provision in this contract
entitted “Contractor Quarterly Report Precess” for
information on when and where to send these checks
and reports. )

CONTRACTOR PROVIDES COPY OF THE
CONTRACT AND SUPPLEMENTS

CMAS contractors are required to provide the entire
contract that consists of the following:

» Cover pages with DGS logo and CMAS analyst's
signature, and Ordering Instructions and Special
Provisions.

California CMAS Terms and Conditions.

Federal GSA Terms and Conditions.

Federal GSA products, services, and price list.
Supplements, if applicable.

It is important for the agency to confirm that the required
products, services, and prices are included in the
contract and are at or below contract rates.. To
streamline substantiation that the needed items are in
the contract, the agencies should ask the contractor to
identify the specific pages from the contract that include
the required products, services, and prices. Agencies
should save thase pages for their file documentation.

CONTRACTORS ACTING AS FISCAL AGENTS ARE
PROHIBITED

When a subcontractor ultimately provides all of the
products or performs all of the services that a contractor
has agreed to provide, and the prime contractor only
handles the invoicing of expenditures, then the prime
contractor's role becomes that of a fiscal agent because
it is merely adminigtrative in nature, and does not
provide a Commercially Useful Function (CUF). It is
unacceptable to use fiscal agents in this manner
hecause the agency is paying unnecessary
administrative costs. '

AGENCY RESPONSIBILITY

Agencies must contact contractors to-obtain copies of
the contracts and compare them for a best value
purchasing decision.

Each agency is responsible for its own confracting
program an¢ purchasing decisions, including use of the
CMAS program and associated outcomes.

This responsibility includes, but is not necessarily limited
to, ensuring the necessity of the services, securing
appropriate funding, complying with laws and policies,
preparing the purchase order in a manner that
safeguards the State’s interests, obtaining required
approvals, and documenting compliance with

Government Code 19130.b (3) for outsourcing services.

Ordering Instructions and Special Provisions

12

It is the responsibility of sach agency to consult as
applicable with their legal staff -and contracting offices
for advice depending upon the scope or complexity of
the purchase order..

If you do not have legal services available to you within
your agency, the DGS Office of Legal Services is
available to provide services on a contractual basis.

CONFLICT OF INTEREST

Agencies must evaluate the proposed purchase order to
determine if there are any potential conflict of interest
issues. See the attached CMAS Terms and Conditions,
Conflict of Interest, for more information. '

FEDERAL DEBARMENT

When federal funds are heing expended, the agency is
required to obtain (retain in file) a signed “Federal
Debarment” certification from the contractor before the
purchase order is issued.

This cedification is required by the regulations
implementing Executive Order 12549, Debarment and
Suspension, 29 CFR Part 98, Section 98510,
Participants; responsibilities. The regulations were
published as Part VIl of the May 26, 1988 Federal
Register (pages 19160-19211).

CONTRACTOR TRAVEL

The provision for travel expense reimbursement is
included in this contract. '

It is important the agency and contractor discuss
necessary travel requirements prior to issuing the
purchase order because the detail and cost {only as
allewed for in the contract) must be included in the
agency purchase order to be payable.

State agencies may only reimburse trave! and per diem
expenses according to State travel time and per diem
rules for State employees. All travel and per diem
expenses must be within the contract parameters,
incorporated into the purchase order, and supported by
receipts.  For the current travel and per diem
reimbursement rates, go to the California Department of
Human Resources’ website at: http:/iwww.calhr.ca.gov/

Notwithstanding the contract provisions, the State will
not be responsible for the cost of travel to bring
contractor personnel from out-of-state to the job site
{unless specifically arranged by agency in advance). [f
requested by the agency, the State will be responsible
for reimbursement of ftravel expenses from one
California agency site to another.

State agencies should refer to SAM Section 0774
“Travel and Related Reimbursement of Persons Not
State Employees”, when transportation and per dlem
costs are {o be reimbursed by the State.



CALIFORNIA MULTIPLE AWARD SCHEDULE (CMAS)
DLT SOLUTIONS, LLC
CMAS NO. 316-70-10478

Local government agencies will pay travel and per diem
expenses according to their statutory requirements.

LIQUIDATED DAMAGES FOR LATE DELIVERY

The value of the liquidated damages cannot be a
penalty, must be mutually agreed upon by agency and
contractor and included In the purchase order to be
applicable.

ACCEPTANCE TESTING CRITERIA

If the agency wants to include acceptance testing for all
newly installed technclogy systems, and individual
equipment, and machines which are added or field
modified (modification of a machine from one model to
another) after a successful performance period, the test
criteria must be included in the purchase crder to be
applicable.

AMERICANS WITH DISABILITY ACT {ADA)}

Section 504 of the Rehabilitation Act of 1973 as
amended; Title VI and VIl of the Civll Rights Act of 1964
as amended; Americans with Disabilities Act, 42 USC
12101; Califomia Code of Regulations, Title 2, Title 22;
Californla Government Code, Sections 11135, et seq.;
and other federal and State laws, and Executive Orders
prohibit  discrimination. All  programs, activities,
employment opportunities, and services must be made
available to all persons, including persons with
disabilities. See Atlachment A for Procurement
Division's ADA Compliance Policy of Nondiscrimination
on the Basis of Disability.

Individual government agencies are responsible for self-
compliance with ADA regulations.

Confractor sponsored events must provide reasonable
accommodations for persons with disabilities.

DGS PROCUREMENT DIVISION CONTACT AND
PHONE NUMEBER

Department of General Services
Procurement Division, CMAS Unit
707 Third Street, 2™ Floor, MS 202
West Sacramento, CA 95605-2811

Phone# (916) 375-4363
Fax#  (916) 375-4663

Ordering Instructions and Spegcial Provisions 13
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ATTACHMENT A
ADA NOTICE -

Procurement Division (State Department of General Services)
AMERICANS WITH DISABILITIES ACT (ADA) COMPLIANCE
POLICY OF NONDISCRIMINATION ON THE BASIS OF DISABILITY

To meet and carry out compliance with the nondiscrimination requirements of
the Americans With Disabilities Act (ADA), it is the policy of the Procurement
Division (within the State Department of General Services) to make every
effort to ensure that its programs, activities, and services are available to all
persons, including persons with disabilities.

For persons with a disability needing a reasonable accommodation to
participate in the Procurement process, or for persons having questions
regarding reasonable accommodations for the Procurement process, please
contact the Procurement Division at (916) 375-4400 (main office); the
Procurement Division TTY/TDD (telephone device for the deaf) or California
Relay Service numbers which are listed below. You may also contact directly
the Procurement Division contact person who is handling this procurement.

IMPORTANT: TO ENSURE THAT WE CAN MEET YOUR NEED, IT IS
BEST THAT WE RECEIVE YOUR REQUEST AT LEAST 10 WORKING
DAYS BEFORE THE SCHEDULED EVENT (i.e., MEETING,
CONFERENCE, WORKSHOP, etc.) OR DEADLINE DUE-DATE FOR
PROCUREMENT DOCUMENTS. |

The Procurement Division TTY telephone numbers are:

~ Sacramento Office: (916) 376-1891
Fullerton Office: (714) 773-2093
The California Relay Service Telephone Numbers are:
Voice 1-800-735-2922 or 1-888-877-5379
TTY: 1-800-735-2929 or 1-888-877-5378
Speech-to-Speech: 1-800-854-7784

Ordering Instructions and Special Provisions C 14



ATTACHMENT B
CMAS QUARTERLY BusiNESS ACTHIVITY R

Contractor Name:

Reporting Calendar Year: Revision [
Contract Number: Reporting Quarter: Q1 (Jan-Mar) O
For Questions Regarding This Report Contact: Q2 (Apr-Jun) 0O
Name: Q3 (JulSep) O

Phone Number:

Q4 (Oct-Dec) 0O
Check Here_ if No New Orders for This Quarter O

E-mail:

Total Local Government Agency Dollars for Quarter: $ 1% Remitted to DGS (does not apply to CA certified S/Bs): $
Total of State and L.ocal Government Agency Dollars Reported for this Quarter: $

Updated 1/1/2010 ' 15




ATTACHMENTB |
CMAS QUARTERLY BUSINESS ACTIVITY REPORT

Instructions for completing the CMAS Quarterly Business Activity Report

1. Complete the top of the form with the appropriate information for your company.
Agency Name - Identify the State agency or Local Government agency that issued the order.

Purchase Order Number - Identify the purchase order number (and amendment number if
applicable) on the order form. This is not your invoice number. This is the number the State agency
or Local Government agency assigns to the order.

4. Purchase Order Date - Identify the date the purchase order was issued, as shown on the order.
This is not the date you received, accepted, or invoiced the order.

5. Agency Billing Code - Identify the State agency billing code. This is a five-digit number identified on
the upper right hand corner of the Std. 65 purchase order form. You must identify this number on all
purchases made by Siate of California agencies. Billing codes are not applicable to Local
Government agencies.

6. Total Dollars Per PO - Identify the total dollars of the order excluding tax and freight. Tax must NOT
be included in the quarterly report, even if the agency includes tax on the purchase order. The total
dollars per order should indicate the entire purchase order amount {less tax and freight) regardless of
when you involce order, perform services, deliver product, or receive payment.

Agency Contact - |dentify the ordering agency’s contact person on the purchase order.
Agency Address - Identify the ordering agency’s address on the purchase order.
Phone Number - Identify the phone number for the ordering agency’s contact person.

10. Total State Sales & Total Local Sales - Separately identify the total State ‘dollars and/or Local
Government agency dollars (pre-tax} for all orders placed in quarter.

11. 1% Remitted to DGS - Identify 1% of the total Local Government agency dollars reported for the
quarter. This is the amount to be remitied to DGS by contractors who are not California certified
small businesses.

12. Grand Total - Identify the total of all State and Local Government agency dollars reported for the
quarter, :

Notes:
e Areport is required for each CMAS confract, each quarter, even when there are no new orders for the

guarter,
+ Quarterly reperts are due two weeks after the end of the quarter.

Ordering Instructions and Special Provisions 16
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CALIFORNIA MULTIPLE AWARD SCHEDULES (CMAS)
GENERAL PROVISIONS - INFORMATION TECHNOLOGY

1. DEFINITIONS: Unless otherwise specified In the Statement
of Work the fellowing terms shall be given the maaning
shown, uniess context raquires. olherwise.

8)

b)

c)

d)

€)

h}

"Acceptance Tests" means those fesis performed
during the Performance Period which are intendsd to
determine compliance of Equipment and Software with
the specifications and all. other Attachments incerporated
herein by reference and to determine the reliability of the
Equipment.

"Applicatlon Program™ means a computer program:

which is intended to be execuled for the purpose of

performing wseful work for the user of the Informatian
heing processed. Application programs: are developed
or otherwise acquired . by the -user of the
HardwarefSoftware system, but thay may be supplied by
tha-Contractor.

“Attachment” means a mechanical, electrigal, or
electronic interconnection o the - Contractor-supplied
Machine or System of Equipment, manufactured by
other than the original Equipment manufacturer, that is

" not conrected by the Contractor.

“Business entity" means any Individual, business,
partnership, joint venture, corporatien, S-cerporation,
limited liability company, sole praprietorship. joint stock
company, consortium, of other prlvate Eegal entity

“recognizad by statute.

“Buyer” means the State’s authorized contracting
official, )
“Commercial Hardware” means Hardware developed
or regularly used that: (i} has been sold, leased, or
licensed to the general pubkic; (i} has been offered for
sale, lease, or license o the general public; (il bas not
been offered, sold, leased, or icensed to the public but
will be- available for commercial sale, lease, or license In
tima o satlsfy the delivery requirements of this Gantrast:
or (v} satisfies criterlon expressed: in {j, (ii%, or {) ahove
and would regquire only minor madifications to meet the
requirements cf this Confract. .

“Gommercial Seftware™ means Software developed or
regularly used that: (irhas. been sold, leased, or licensed
to the general public; (i) has beenh offered for sale,
iease, of license te the genecal public; (iil) has not bean
offered, sold, leased, or licensed to the public but will be
avaitable for commergial sale, lease, or license in time to
satisfy the delivery requirements of this. Contract; or (iv)
satisfies & criterion expressed in (), (1 or (i} above and
would require only minor medifications to meet the
reguirements of this Contract.

“GContract" means this. Confract or agreement (lnc uding
any purchase order), by whatever name known or in
whatever format used.

“Custom Software” means Soflware thai doas nol

meat the definition of Commercial Software.

)

k)

m)

n

- 0)

p}-

q)

n

“Contractor” means the Business Entity with whom the
State enters into this Contract, Contractor shall be
synanyimous with “supplier®, *vandor" or other similar
term.

“Data Processing Subsystem" means a complement
of Coniractor-furnished individual Machines, including
the necessary controlling elements (or the functional
equivalent), Operating Software and Soitware, If any,
which are acquired.to operate as an Integrated group,
and which are interconnected entirely by Contractor-
supplied powsr and/or signal cables; e.q., direct access
controller and drives, a cluster nf terminals with their
controller, etc..

"Data Processing System (System)“ means the total
complement of Contractor-furnished Machines, including
one of more central processors (or instruction
processors), Qperating Software which are acquired to
oparate as an integratad group.

“Daliverables” means Goods, Software, Information
Technology, telscommunications technotogy, Hardware,
and other ifems {e.g. reporis} to be: delivered pursuant to
this Cantract, including any such items furnlshed incident
to the provision of services.

"Deslgnated CPU(s)* means- for sach product if
applicable, the central processing unit of the computers
or the ‘server unit, including any associated peripheral
urits. If no specific "Designated CRU{sY" are specified
on the Contract, tha term shall mean any-and all CPUs
located at the site specified thetein.

"Documentation” means manuzls and other printed
matgrials necessary or useful to the State in its use-er
maintenance of the Equipment or Software provided
hereunder,  Manuals and other printed matettals
cusiomized for the State hereunder constifute Work
Product if such materials are required by the Statement
of Work..

"Equipment" Is ap all-inclusive term which refers either
to individual Machines or to a complete Data Processing
System or subsystem, including fts Hardware and
Operating Software (if any).

"Equipment Fallure™ is a malfunction in the Equipment
excluding all external factors, which prevents the
aceemplishmant of the Equipment’s intended functionis),
If" microcade or Operating Software residing in the
Equipment is necessary for the proper operatlon of the
Equipment, a.failure of such micrecode or Operating
Software which prevents the accomplishment of the
Equipment’s intended functions shall be deemed to be
an Equipment Failure.

"Facility Readiness Date" means the date specified in
the Statement of Wark by which the State must have the
site prepared and avallable for Equipment delivery and
installation,
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th

u)

V)

w)

"Goods" means all typas of tangible pessonal property,
including but -not- limited to materials, supplies, and
Equipmeant (mcludmg computer anc te!e,aommumcatlons
Equipment},”

“Hardware" usually refers to computer Equtpment and is
conttasted with Software. See alse Equiptment.
“Imstallation Date™ means the date- specliied in the

Statement of Work by which the Confractor must have .

the ordered Eguipment ready fcertified) for use by the
State. .

“Information. Technology™ includes, but is not limited
to, all electronic techmology systems. and services,

. automaled infoemation handling, System design and

analysis, conversion of data, computer -programming,
information storage and retrleval, telecommunications
which include voice, video, and data cemmunicalions,
raquisite  System - cortrols, . simulation,  electronie
commerce, and all related Interactions between people
and Machines. ‘ -

"Machine" means an individual unit of a Data
Processing System or subsystem, separately identified
by a type andfor model aumbeér, camprised of but not

- ltmited to mechanical, electro-meachanical, and: elecironic

X

v

z)

aa)

bb)

co)

a9

parts, mictacede, and speclal faatures installed therecn
and: Ilncluding any necessary Software, e.g. central
processing unit, memory module, tape unlt, card reader,
ete, :

"Machine Alteration™ means any. change to a
Contractor:supplied Machine which is not made by the
Contragtor, and which rasults in the Machine deviating
from its physical, mechanical; electdcal, or electronic
{including microcode} design, whelher. or not additienal
devices or parts. are employad in making suck change. .
"Maintenance. Diagnostic . Rou;ines“'_means the
dlagnostic programs customarily used by the: Contrastor
{0 test Equipment for proper functioning and reliability,
“Manufacturing Materials™ means paits, tools, dies,
jigs, fixtures, plans, drawings, and information produced
or acquired, or rights acquired, sp&ac:ltlc:e\ll},gt fo fuffil
obligations set forth herein.

"Mean Time Between Fallure (MTBF)“ means the
average . expacted or observed tme between

- consecutive fallures In a Sysiem or camponent,

“Mean Time te Repair (MTTR)" means. the average
expected or chserved time requirad to repair a System
or cemponent and refurn k to normal operation.

*Qperating. Software” means those routines, whether
or not identifled as.Program Products, that reside in the
Equipment and are required for the Equipment tfo

“perform its infendad function(s), and which interface the
operator, other Contractor-supplled prugrams. and user

programs to the Equipment.
"Operaticnal Use Time" means for prformanca
measurement purposes, that fime during which

Equipment .ls in actual operation by the State. For
maintenanece Qperational Use Time purposes, that time-
during which Equipment is-in actua[ Qperatlan and is not

- - synonymaus with, power ontime.:

-ty

g9)

hi)

ii).

“Periat of Maintenance- Coverage“ maans the petiod
‘of time,: as selected by the. State. “during  which
. maintenance services are provided by the Contractor for

a fixed monthly charge; as opposed to an hourly charge
for services rendered.. The Period of Maintenance
Coveraga consists of the Pdncipal . Pedod of
Malntenance ane any additicnal hours of coverage per
day, and/or increased cuverage for: wegkends and
hotidays.

"Preventive Maintenance™ means that maintenance,
performed on a scheduled hasis by the Contractor,
which ls designed to keep the Equlpment in proper
aperating condiion.

“Principal Period of Malntenance" mieans any nine
cansacutive hours per day {usually between the hours of
7:00.am, and 600 pm.} as selactad by the State,
including an official meal period not to exceed one hour,
Monday through Friday, excludmg holidays observed at
the installation, .

"Pregramming - Aids™ means Conijractor-supplied
programs and routines executable on the Contractor’s
Equipment which assists a programmer In the
development of - applications including language
processors, sorts, communications modules, data base
manhagement systems, and utilily: roufines, (tape-to-disk
reutines, disk-to-print routines, efc.). .

'Program - Product': means progrems, routines,
sybrouiines, and related: items which are proprietary to
the Contractor and which arg lisensed to the State for its

* -use, usually on the basis of separately stated charges

I

kk)

iy

and appropriate contractual provisions, -

"Remedial Malntenance” maans that maintenance
performed by the Gontractor which “results from
Equipment ({including Operating Software}: fatlure, and
which is parformed as requnred i.e,, orn an unscheduled
basis,

“Software" means an al!—:nclusive term which refers fo
any computer programs, routines, or subtoulings
supplie¢ by the Cantracior, including. Operating
Software, Programming Alds, Application ngrams, and

. Program Products.

“Software Fallure” .means a malfunclien In .the

Contractor-supplied  Software, other than ©Operating

- Software, which prevents the accomplishment of work,

ever: though the Egquipment (including. its Operating
Saftware) may still be capable of oparating properly. For
Operating Software failure, see definition of Equipment
Faiture.,

mm) "State” means the government of the Stale of

California, its employees and authorized representatives,
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including withaut limitation any depadment, agency, or
other unit of the government of the State of California.

nn) "System” means the complets collection of Hardware,
Software and services as described In this Contract,
integrated and functioning together, and performing in
accordance with this Contract.

o0) “U.8. Inteliectual Property Rlghts” means intellsciual
property rights enforceable in the Unlted States of
America, including without limitation rights -in trade
sacrets, copyrights, and LS. patents.

CONTRAGCT FORMATION: f this Confract resulis from a
Latter of Offer, then Contractor's offer is deamed a firm offer
and this Contract document is the State's acceptance of that
offer, '

COMPLETE INTEGRATION; This Conteact, including any
documents incorporated herein by express reference, s
intended to be a complels iihtegration and there: are no prior
or contemporaheous differetit or additional agreemants
partaining to the subject matter of the: Contract.”

SEVERABILITY: The Contractor and the State agreg that if
any provision of t_his‘ Contract is found to be illégal ar
unenforceable, such term or provision shall be deemed
stricken and the remainder of the Contract shalf remain in full

force and effect. Elther party having knowledge of such term -

or provigion shall promptly inform: the other of the presumed
non-applicability of such provision.

INDEPENDENT CONTRACTOR: Conlractor and the agents
and employees of Contractor, in the performance of this
Contract, shall act In an Independent capacity and nof ag
officers or employees or agents of ihe State.

APPLICABLE LAW;: This Contract shall be govered by and
shall be interpretad in accordance with the. laws of the. State
of California; vanue of any- action brought with regard to this
Contract shall be in Sacramente County, Sacramento,
Califernia. The Unlted Nations Convention on Coniracts for
the International Sale of Goods shall not apply to this
Contract.

COMPLIANCE WITH STATUTES AND REGULATIONS:

a) The State and the Gontractor warrants and certifies that
liv the performance of this Contraet, it will comply with all
applicable statutes, rules, reguiations and orders of the
United States and the State of California.  The
Contraclor agrees o indemnify the State against any
loss, cost, damage or llability by reason of the
Contractor's violation of this provisien,

by The State will notify Contractor -of any such claim in
writihg and tender the defense thereof within a
reasonable time; and

€} The Contractor will have sola dontral of the defense of
any action on such claim and all negotiations for its
seftlement or compromise; provided that ([} when
substantlal principles of goverament or public law are
involved, when [itigation might create precedant affecting
“future Staie operations or liability, or-when invelvement
of the State is otherwise mandated by law, the State
may participate in such action at its own expense with

- respect to attorneys’ feas and costs. (but not liability); (ii)-'
where a selflement would impose liability on the State,
affect principles’ of California government-or public law,
or impact the abthority of the State, the Department of
General Services will have the right to approve or
disapprove  any sellement or compromise, which
approval will not unfeasonably be withheld or delayed;
and (i) the State will reasonably coopsrate In the
defense and In any related seftlement nagotiations.

d) " If this Contract is in excess of $5654,000, it is subject to
the requirements of the World Trade Organization
(WTO) Government Procurement Agrasment {GPA),

e} To the extent that thig Contract falls within the scope of
Governmant Code Seotion” 11135, Contractor hereby
agrees to respond Lo and resolve any complaint. brought
to its attention, regarding accessibllity of its products or
services. '

CONTRACTOR’S POWER "AND AUTHORITY: . The
Contractor warrants that it has: full power and autherity to
grant the rights herain granted and will held the. State -
harmless from and against any loss, cost, liability, and
axpanse (Including reasonable aftorney fees) arsing out of
any breach of this warranty. Further, Ceniracior avers that it
wili not enter into any arrangement with any third pary which
might abridge any rights of the State under this Contract.
ay The State will notify Contractor of any such claim In
writing and tender the defense thereof within a
reasonabie time; and
b} The Contractor will have sole control of the defense of
any action on such clalm and all negofiations for ils
seftlement or compromise; provided that (I} when
substantial principles of government or public law are
involved, when litigation might create precedent affecting
future State operations or liabllily, er when Involvement
of the State is otherwlse mandatad by law, the State
may particlpate in such action at its own expense with
respact lo altorneys’ fees and cests (but not liabiliy); (i)
where a settlement would impose liability on the State,
affect principles of Callfornia government or public law,
or impact the authorlty of the State, the Department of
Genetal Services will have the right to approve or
disapprove any setfiement or compromise, which
approval will not unreasonably be withheld or delayed;
and (i) the State will reasonably cooperate in the
defense and in any related settlement negotiations.
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9. CMAS -- ASSIGNMENT:

ay This Contract shalt nol be assngnable by the Canfractor
in wholg .or:in par without the written consent of the
State.. The Stale’s consent shall not be unreasenably
- withheld .or delayed. For-he purpose.of this paragraph,
State will not unreasonably prohib. Contractor from
freely assigning. its. right.to: payment, - provided that
Contractor remains responsible -for Its obhgatlans
heraunder,

b)  Should the State desire ﬂnanclng£ of the assels provided
_hérsunder through. GS$Mart, the  State’s financlal
rrmarketplac_a-, the Contractor agrees to agsign to a Slale-

designated lender its right te receive payment from the

State- for the assels in exchange for payment by the -

lender of the cash purchase price for the assets. Upon
notice to: do so frem: the State-designated lender at any
time prior to paymant by the State for the assets, the
Contractor will execute and deliver to the . State-
designated lender- an assignment agreement and: apy
* additional doguments. necessary fer the Slate selected
financing plan. The State-designated lender will pay the:
Confractar according to the terms of the Contractor's
_involce upon acceptance of the assels bye the State.

10 WA!VER OF RIGHTS Any act:on or inaclion by the State or

11.

the failure of the State on any eccasion, to enforce any right
or provision of the -Confract, shall not be construed to be a
walver by the State of s rights hereunder and shalt not
prevent the State from. enforcing such provision or fight on
any future ocgasion.  The rights and remedies: of the State
haerein are cumutative and are In addition to any other rights
ar remedles that the. State: may have at law or in eqmty

CNIAS - ORDER OF PRECEDENGE Fn the event of any

inconsistency . between-  the, . arligles, - attachments,

specifigations: or pravisions which gonstitute this Contract, the
following. arder of precedence shall apply: _

a) These General Frovisions — Information Technology (In
the instances, provided:. herem where the paragraph
beglns: “Unless othe_rvvise‘speclfled in the: Stalement of

-Work’ provistons specified in the Statement of Work
replacing these paragraphs -shall take precedence over
the 'paragraph referenced in thesa General Provisions);

B} Cantract form, fe., Purchase Order ST &5, Stamdand
Agreement. ST 213, ete,,  ang: any. amendments thereto;:

¢} Other Spegiat Provisions;

" d} Federal GSA (or other multipie: award} terms  and

- conditions;
e} Statement
Incorporated by refetence herein; and

of work, including_ any speclfications

Az,

13.

PACKING AND SH]PMENT :

a) . All Goods are lo be.packed in sut’table contatners for
pmtection in shipment and storage, and in accordance
with . applicable specifications. . Eech- container of a
“muiltiple container shipment shall he, identified to:

i}  show the number of the contalner and tne tofal
~ number of containers In the shapment and
) " ihe. nurnber of. the container in wkich the packing
~ sheet has been enslosed.

b} Al shipments by Gonfkractor or its subcontractors mugf
include packing sheets identifying: the State's Contract
number; item number; guantity and unit of measure; part
number and description of the Goods shippad: and
appropriate evidence of ingpection, if required. Goods
for different Contracts shall be listed on separate
packing shests,

¢}  Shipments must be made as specified in this Contract,
as it may be amendad, or otherwise direcled In writing
by the Stale’s Transportation Management Unit within
the Deparimert of General . Services, -Procurament
Division.

TRANSFORTATION COSTS AND OTHER FEES OR
EXPENSES No charge fer delivery, drayage, express,
parcel post, packing, - cartage, insurance, fcense fees,
permiis, éost of bonds, or for any dther perpose will be pale:
by the State unless expressly included and nmmzed in the

_Confract,

al The Conlracter muat strictly _foll,ow Contract
raquirements regérdlng Free on Beard. (F.O.B.), freight
terms and routing’ instruc;tmns The Stale may permit
use of an alternate camier at ne additioral cost to the
State with advance wiitlen authorization of the Buyer,

B If “prepay ang adci" is: selec!ed supperting frefght bills
are reguired when cver $50. upless an exact frelght
charge is approved by the Transportation Management
Unit W|th|n the Department of General  Servicas
Procurament Dlwsmn and a waiveris granted

9] _On “E.O.B. Sh:pping Point* fransactions, should any

sh;_pments under the Confract be received by the State
I a damaged condition: and any refated frelght loss: and
damage clsims filed against the carter or carrfars Be
wholly or partlally declined by the carrier or earrters: with
the imference that damage: was the: result of the: act of
the shipper such ag iradeguale: packaging or leading or
some inherent defect in the Equipment andfor material,
Contractor, on request of the: State, shalt at Centractor's
owrt. expense - assist the State in establishing earrder
liablfity by supplying evidence: that the: Equipment andfor
materfal was® proparly constructed, manufactured,

'f) All other altachments Incorporated in the Contract by PaCkaged", and Nsecured% fo withstand  normal
raference. : . fransportation conditions.
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14.

15.

16,

DELIVERY: The Contractor shall strictly ‘adhere to. the
delivery and completion schedules specified In this: Contract,
Time, if stated as a number of days, shall mean calendar
days unless otharwise specified. The quantities specified
herein are the only guantities reguired. I the Contractar
delivers In excess of the quantities specified heteln, the State
shall not be required to make any payment for the excess
Deliverables, and may return them to Confractor at
Contractor's expense or utilize any othier rghts avallable to
the State at Jaw or in equity.

SUBSTITUTIONS: Substiiution of Dellverables may not be
tendered without advance written consent of the Buyer.
Gontractor shall not use any specification in llew of those

. contained in the Contract wtthou% written consent of the

Buyer.

INSPECTION, ACCEPTANGE AND REJECTION: Unless

otherwise specified In the Statement of Wark:

aj ‘When acquiring Commercial Hardware or Commercial
Software, the State shall rely on Contracter's existing
guality assurance sysleifn a2s ‘a substitute: for State
inspection and iesling. For all other -acquisitions,
Contractor and Its subcontraciors witl provide and
maintain a quality asskurance system acceptable tc the
Stai¢' covering Deliverables and services under this
Contract and will tender fo tha State only those
Dedlverables that have baen inspecied and found. to
conform to this Contract's Fequirements. The Confractor
will keep records evidencing inspections and their result,
and will make these records: available to the State during
Contract performanc:e and for three years after final
payment. The Contractor shall permlt the State to
review procadures, practices, processes, and related
dosuments to determine the acceptabllity of Contractor's
quailty assurance System or other simiar business
practices related to performance of the Contract,

by Al Beliverables may be subject 1o Inspection and test by
the State or its. authorlzed representatives.

e} The Conlractor and its subcontractors shall provide all
reasonable facilies for the safety and convenience of
inspecters at no additional cost to the State. The
Gontractor shall furnish to- Inspectors all information and
data as may be reasonably reqwred o perform thelr
inspection.

dj  Subject to subsection 16 (a} above all Deliverables may
be subject to final inspection, test and acceptance by the
State at destination, notwithstanding any payment or
inspection at source. '

g) The State shall give written notice of rejection of
Deliverables delivered or services perfermad hereunder
within a reasonable lime after receipt of such
Deliverables or performance of such services. Such
notice of rejection will state the respects In which the

17.

18.

Deliverables do net substantially conform to their
specifications, If the State does not provide such nofice
of rejection within fiftleen ¢15) days of delivery for
purchases of Commercial Hardware or Commercial
Software or thirly (30} days of defivary for all other
purchases, such Deliverables and services will 'be-
deemed to have been accepled. Acceptance by the
State will be final and isreversible, except as it refates to
latent defects, fraud, and gross mistakes amounting to
fraud. Accapiante shall not be Gonstrued to walve any
wartanty rights that the State might have at law or by
express reservation in this Contract with respect to any
- nonconformity.

SAMPLES:

a) Samples of jtems may he raquured by the State for
inspection and spe_ciﬂcation testing and must be
fumished free of expense to the State. The samples
furnished must be identical in all respacts to the products
offered and/or specified in the Centract;

b} - Samples, If not destroyed by tests, may, upon requesi
made af the time the sample Isfurnsshed he returned at
Contractor’s expense. :

CMAS -~ WARRANTY: The following wareanty languags is in

addition to. the warranty language: providod i the faderal GSA

Multiple Award Schedule or ether base Contract used fo

establish this GMAS Conlracl. When there is a conflict

between. the languags, the following warranty “language -

overides. |

ay Unless othemwise specified In the Statement of Work, the
warranles |n this subsection a) bagin upon delivery of
the goods or serviees In guestion and end ene (1) year
thereafter. The Contractor warrants that (i} Deliverables
and services furnished  hereunder will substantially
conform to thé requiraments. of this Cordract (including .
witheut limitation all deseriptions, speclfications, and
drawings Identified in the Statement of Woek), and (li} the
Deliverables will be—free from material defecls In
materials and workmanship, Where the parlies have
agreed to design specifications (such as a Detailed
Design Document} and incorporated the same or
equivalent In the Statement of Work directly or by
reference, the Contractor will warant that its
Deliverables provide all material funclionality required
tnereby. In addition fo the other warranties set forth
herein, whare the Contract calls for dslivery of
Commercial Software, the Contractor warrants that such
Software will perform in accordance with its ficense and
accompanying Documentation. The State’s approval of
designs or specifications furnished by Contractor shalt
not reliave the Contracior of its: obligations under this
wairanty,

b} The Confractor warranis that Deliverables furmshed
hareunder () will be free, al the time of dellvery, of
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- Intellectuat

)

d)

a)

- BUCCES80rs;

harmfil code {i.e.. computer viruses, worms, trap doors,

time . bomnbs, disabling code, er.any, similac malicious

_mechanism designed te- interfere - with. the intended

operation of,- or cause damage to, computers, data, or
Software); and (if} will not infringe or violale: any U.S.
Property Right.  Without limiting the
generality of the foregeing, i the State belleves that
harmful code. may be present in any Commercial
Software delivered hereundar, the Confrastor will, upon

‘the State’s request, provide a new or clean nstall of the

Software. - .

tndess otherwise specifled | i the Statement of Work:

@ - The Contractor dogs not warrant that any Software
provided hereunder is error-free or that it wilt run
without immaterlal interruption. ’

{ir The Contractor doas not warrant and: will have no
réspo.nsibiilty for a claim te the extent that it arises
dirgctly from (A} & modification: made by the State,
unless: such modificafion is. approved or directed by
the Contractor, (B} use of Sofiware in combination
with .or an preducts other than: as specified by

* Confractor, or {C) misuse by the State.

{ily Where the Contractor resells Commerclal
Hardware -or Gommercial Software it purchased
from & third” party; Gontracier, to the extent it is
lagalty able té-do so, wilt pass throughs an-such thied
pary ‘warranties to-the State and will reasenably

-cooperate in enforcing them.. Such wairdnty pass-’

- through: will not relleve - the - Contraclor from
Contractor's warranty obligations set forl above,

All warranties, Including special waranties specified
eisewhare herein, shall nure to the State, its
" assigns, - eustomer- agencies, and
‘govemimental users of the Deliverables or services.
Excapt as may be speciiically provided In the Statement
of Work or elsewhere: i this Contract, for any breach of

- the warranties. pravided [n this Saction, the: Slate's
“ exclusive remedy and Confractor's so[e 0bligatlun will be

limited tor
i}  ré-performance, - repalr of replacement of the
: ‘nonconforming:- “Deliverable  {including  without
[mitation an infrinding Dealiverable) or service; or
iy should tha Stale in its sole discretion comsent,
© refund of all amounts paid by the Staie for the
nenconforming Deliverable or service and payment
to the State of any addiional amounts. necessary to
equal the Stale’s Cost to Cover. “Cost to Cover”

means the cost, properly mitlgated, of procuring

Deliverables: or services. of ‘equivalent capaniiity,
function, and performance. The'payment ebligation
in. subsection e} above will not exceed the limits
on Genfractor's liakility -sef forth in the Section
enfitled “Limitation of Liabillty." '

18.

20.

21,

" cerfificates(s) 5 insufficient for this purpose.

f) EXCEPT . FOR THE EXPRESS WARRANTIES
SPECIFIED. N - THIS. -SECTION, . - CONTRACTOR
- MAKES - NG WARRANTIES EITHER EXPRESS OR
AMPLIED, INCLUDING WITHOUT LIMITATION ANY
IMPLIED WARRANTIES OF MERCHANTABILITY OR
FITNESS FOR A PARTICULAR PURPOSE. -

SAFETY AND ACCIDENT PREVENTION: In perfoming
work under this Contract on State premises, the Contragtor
shall conform to arny specific safety requirements contained in
the Contract or as required by law of regulation. The
Coniractor shall take any additional precautions as the State
may reasonably require for safely and aceldent prevention
purposes, Any violafion of such rules and requirements,
unless promptly corrected, shall be grounds for termination of
this Gontract in accordance with the default provisions hereof.

INSURANCE: . The Conftractor shall maintain all commercial
general liability insurance, workers® compensation' insurance
and any other insurance regyired under the Contract. The
Gontractor shall fumish nsurance certifieate(s} evidencing
requirad. insurance  coverage accepiable fo the State,
inciuding endorsements shawing the State as an “additional
insurgd™ - if required under Gonfract.  Any required
endorsements requested by the State must ba separately
provided; meraly referring to such  coverage on the
f When
perferming: work. on state owned. or controlled property,
Contractor shall paovide a walver.of subrogation in favoe. of
the. State for its warkers” compensation policy, :

TERMINATION FOR NON-APPROPRIATION OF FUNDS:

a} I the term of this Confract extends into fiscal years

subsequant fo that in which it s "approved, such
continuation of the Contract- is comtingent on the
, appmprla‘tldn’ of funds for such purpose by the
Legislature If funds fo effact such continued payment
' are not appropnated the Contractcr agrees 10 take back
any affected Dellverables furnished under this Contract,
termmaie any serwces supplted to the State under this
Caontract, and relleve the State of any further ‘obligation
 thesefor. o
by The Stale agrees that if it appears likely that subsection
a) above wilt be’ lnvoked the State ard Contractor shall
agree to take all reasonable steps to priofitize work and
Deliverables and minimize the incurrence of costs prior
fo the expiration of fundfng for this Gontract.

¢l THE STAIE AGREES THAT IF PARAGRAPH a)

ABOVE 15 INVOKED, COMMERGIAL HARDWARE
AND SOFTWARE THAT HAS NOT BEEN PAID FOR
SHALL ‘BE RETURNED TO THE CONTRACTOR IN
SUBSTANTIALLY THE SAME CONDITION IN WHICH
DELIVERED TO THE STATE, SUBJECT TO NORMAL
WEAR AND TEAR. THE STATE FURTHER AGREES
TO PAY " FOR. PACKING, CRATING,
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TRANSPORTATION TO CONTRACTOR'S NEAREST
FACILITY AND FOR REIMMBURSEMENT TQ THE
CONTRACTOR FOR EXPENSES INCURRED FOR
THEIR ASSISTANGE IN SUCH PACKING AND
CRATIN'G' '

22 TERMINATION FOR THE CONVENIENCE OF THE STATE:

a)

b)

o

d)

‘e)

The State may terminate performance of work under this
Confract for Its convenience in whole or, from time to
time, In part, ¥ the Department of General Services,
Deputy Directer Procurement Divislor, or designee,
determines that a tarminaiion 18 in the Stale's interest.
The Department of General Services, Deputy Ditector,
Procurement. Division, or designes, shall terminate by
delivering to the Confractor a Notlce of Termination
specifying the extent of termination and the effective
date theraof,

Alter recelpt of a Notice of Tarmination, and except as

‘direcied by the State, the Confractor shall Immediately

proceed with the followlng obligations, as applicable,

regardless of any delay in determining or adjusting any

amaounts due under this clause. The Contractor shalk:

(.  Stop work as specified in the Nofice: of Termination.

{iy Ptace no further “subscontracts. for materials,
sarvices, or faclities, except as necessary (o
complete the continuing portion of the Centract,

(i} Terminate all subcontracts io the extant they relate
to the work tarminated. )

{iv} Settle alt outstanding liabilities and termination
settlement propasals. arising. from: the telzminati'on of
subcontracts;

After termination, the Con!ractor shall submit a flnat

tenmination settlement proposal to the State in the form

and with: the Information presceibed by the State. The

' Contractor shall submit the proposal premplly, but no

later than 90 days afiar the effective date of termination,

- unless & different time is provided in the Statemant of
Work or in the Notice of Tarmiratlon.

The Contractor and the State may agree upon the whole
or any part of the amount to be paid as requested under
subsection (c) abave.

Uniess otherwise set forth in the Statamenl of Work, if
the Contractor and the State fall to agree on the amount
to be paid because of the temmination for convenience,
the State will pay the Gontractor the following amounts;
providad that in ne event will total payments: exceed the

.amount payable to the Contractor if the Coniract had

been fully performed:

(il The Contract price for Deliverables or services
‘accepted or retained by the State and not
praviously pald for, adjusied for any savings on
freight and other charges; and

{ily The total of:

Ay The reasonable costs Iineurred In the
performance. of the work - terminated,
including infftal costs and  preparatory
expenses allocable therete, but excluding
any cost affributable to Deliverables or
services paid or to he paid;

Bf  The reasonable cos! of setting and paying

" termination settlement proposals  under

" terminated subeontracts that are properly
chargeable: to the terminated portion: of the
Contract, and

C} Reasonable storage, transportation,
demobilizalion, unamortized overhead and
capltal costs, and other costs reasonably
incurred by the Confractar In winding down

- and terminating its work,
The Coniractor will use generally accepted accounting
principles, or accounting principies otherwise agreed to
In writing by the parties, and sound business praciices in
determining all costs clalmed, agree:d to. of determinad
under this clause,

23. TERMINATION FOR DEFAULT:

ay

b)

c}

d)

The State may, subject o the dause tifled "Force
Majeure” and to sub-section d} below, by written notice
of default to the Contractor, terminate this Contract in

. whole or in part if the Contractor falls fo:

it Deliver the Deliverables or perform the services
within . the {ime speclfied in the Contract -orvany
amendment therato;
liy Make progress, so that the lack of progress
endangers perfarmance of this Contract; or
ity Perform any of the other provisions of this Contract.
The State's rght to terminate this Contract under sub-
section a) above, may be exercised only if the fallure
constitutes: a material breach of this Contract and if the
Contractor does not cure such fallure - within the time
frame stated in the State's cure notice, which in no event
will be less than fifleen (15) days, unless the Statement
of Work calls for a differant period.
If the State terminates this Contract In whole or in part
pursuant to this Section, it may acquire, undar terms and
in the manner the Buyer cansiders appropriate,
Deliverables or services similar to those terminated, and
{the Contractor will be liable to the State for any excess
cosls for those Deliverables and services, including
without limitation costs third party vendors charge for

Manufacturing Materials (bul subject to the clause

antitled “Limitation of Liabllity”). However, the Contractor
shall continue the work not terminaied.

If the Contract is terminated for default, the State may
raquire the Conlractor tc transfer title, or In the case of
licensed Software, license, and delivar to the State, as
directed by the Buyer, any:
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24,

() completed Deliverables, .

. (it} -partially completed Deliverables, and,

- (il subjact to provisions, of sub-section ) below,
Manufactuﬂng Matefials relaled to. the terminated
portion: of this: Contract. Nothing in this sub-section
d} will ‘be construsd to grant the Stafe rghis te
Deliverables that It would not have raceived had
this Contract been fully performed. Upon direction
-of the Buyer, the Contractor shall alse protect and
preserve property I ifs possessinn in which the
Stata has an interast.

e) The Stale shall pay Conttact price for compteted
Deliverables delivered and accepted and llems the State
requires the Centractor fo transfer under section dy
above. Unless. the Statement of Work calls for different
procadures or raqulres no-charge delivery of materiats,

the Contractor and Buyer shall atterpt to. -agree on the:

ameunt. of payment for Manufacturing Maierlals and
other materials delivered and accepted by the Stale for
the protection and p'resewa_l[qn of the property; provided
that where the Contractar has. billed the. State for any
such materials, no additional charge will apply. Failure
to agree will constiiute a dispute: under the Disputes.
clause.. The State may withhold from: these amounts any

<= stim I determines to-be necessary to protect the State
against loss because of outstanding liens or claims of
former lien holders.

f)- I, after-termination; it Is deternipad by a final decision
that the: Contractor was not In defaut; the rights and
cbligations of the parties. shall be the same as if the
termipation had been issued for the convenience of the
State.

gy Both pariies, State and Gantractor upon any termination
for default, have a duty to- mltlgaie the damages suffered

- byt

“h) The rtghts and zemedies of the State in this. clause are i

addition to any ather rights and remedies provided by
law or under this Contragt, and are subject to the clause
tithed "Limitation cE Llabllliy !

FORCE MAJEU RE Except for defaults of subconiractors at
any fier, the Conlractor shall not be liable -for any excess
costs: If the fallure to perform the Caoniract asises from causas
beyond the control and without the fault or negligence of the
Gontractar. Examples of such causes include; but are not
limited to: ' ’

a) .Acts of God or of the public enemy, and

by Acis of the federal or State govermment: i either ifs

sgvereign or conteactual capacity.

If the fallure to perform is caused by the default of a
subcontracior at any ter, and if the cause of the defaulf is
beyand the control of both the Contractal and subcontractor,
and without the fault or negligence of either, the' Contracter
shall not be fiable for any exceas costs for failure to perform,

25,

‘RIGHTS AND REMEDIES OF STATE FOR DEFAULT:

o ay  In the event any. Deliverabies. fumished or services

26.

pra-wded‘ by the. Contractor in.the: performance of the
Cantract should fail fo eorforr &0 the,; requirements
herain, or to the sample submitted by the Contractor, the-
State may reject the same, and it shall becorme the duty
of the Contractor to reclainy - and remove the ftem
prompily or te correct the performance ef serviees,
without expense fo the State, and immediately replace
all such rejected tems with others: conforming to the
Contract.

‘b)Y In additiors to any ather righis and remedies the Staie

may have, the State miay require the Coniraster, at
Contractor’s expense, to-ship Deliverables via air freight
or expedited routing to adoid or minimize actual or
potential defay if the: delay is the fault of the Contractor.

¢} In the event of the termination of the Gontract, elther in
whole or in part, by reason of default or breach by the
Cantractor, any loss. or damage sustalned by the State in
proguring any items which the Contractor agreed to
supply shall be borne and paid for by the Confractor {but
subject 1o the clause entifled “Limitation of Liability"}.

- d)  The State reserves the right to offset the reasonable cost

of all damages caused fo the State against any
outstanding involces or amounts, owed to Conteactor or
lo make a claim against the Contractor therefore.

LIMITATION OF LIABILITY:

a) Except ds may be othamise approved: by the
Depariment of General Seivicas Depuly Director,
Procurement Division of their designes, Contractor’s
Iiab|||!y for damages to the State for any cause
whatsoever and regarcﬂess of the form of action,
whether in Contract. or in tort, shall be Iimited to the
Purchase Price.  For purposes of thls sub-section ay,
) “Purchase Price” will mean the aggregate Contract price;
sxcapt that, “with respact to a Confract under which
multiple purchasa orders will be Issted (e.g. & Master
Agreement  or Mulilpie Award Schedule Contract),
“Purchase Price™ will ‘mean the total price of the
purchasge. order for the Deliverable(sy or service(s) that
gave tisé to the loss, such that Contraclor wilt have a
separaté limitation of liability for sach purchase order.

by The foregalng limitation of liabliity shall not apply @) to
any lability under the General Provisions erititiad
‘Compliance with Statutés and Regulations”; (i) to

“liabiily onder the -Gereral Provislons entitled - "Fatent,
Copyright, and Trade Sedret indemnity” or to any other
Hability (ihcluding  without  limitation  indemnification
obligations) for infiingement of third parly Intellectual
property rights; (i} to claims arising under provisions
herein caliing for Indemnification for thitd party claims
agalnst the State for death, bodily injury to persons or
damage to real or tangibie personal property caused by
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7.

28.

Contracter's negligence ar willful misconduet: or {iv} to
coste or aftarney's feas that the State becomes entitled
to recover as a prevailing party in-any action,

¢t The State’s labilty {or damages for any cause
whatsoever, and regardless of the form of actlon,
whather in Contract or In tort, shall be limited to the
Purchase Price, as that term s definad: in subsection a}
above. Nothing hereln shall be construed to waive or
limit the State's sovereign immunity or any other
immunity from suit provided by law.

d}  In no event will sither the Centractor or the State be
liable for consequentlal, Incldental, Indirect, spegial, or
punitive damages, even if notification has been given as
to the possibillly of such damages, except () fo the
extent that Confracior's flability for such damages is
specifically set forth. in the Statement of Work or {If} to
the extent that Contractor's Rability for such damages
arlses out of sub-section bi{I}, b)(ii). or bi{iv} above,

" CONTRACTOR'S LIABILITY FOR INJURY TO PERSONS

OR DAMAGE TO PROPERTY: ]
ay The Confractor shall be liable for damages arising out of

injury to the parsan andlor damage to. the: property of the

State, employaes of the State, persons designated by
the State for training, or any other-person(s) other than

agents or employees of the Contractor, designated by -

the State for any purpose, prior to, during, or subsequent
to delivery, instaliation, acceptance, and use of the
Deliverables either. at the Centractor's site or at ths
State's place of business, pravided that the Injury or
damage was caused by the fault or negligence of the
Contractar. _

by The Centractor shall not be liable for damages arsing
out of or caused by an alteration or an Aftachment not
made or Installed by the Cantractor, or for damage to
alterations or Allachmenis that may result from the
rormal operation and maintenance of the Deliverables
providad by the Cantractor guring the Contragl,

INDEMNIFICATION: The Contractor agrees to. indemnify,
defend and save harmless the State, its officers, agents and
employses from any and all third party claims, costs
{nctuding without: limitation reasonable atiorneys’ fees), and
losses due to the injury or death of any individual, or the loss
or damage to any real or tangible personal property, resulfing
from the willful misconduct or nagligent acts or omissions. of
the Contracter or any of its. affiliates, agents, subcontractors,
employees, suppliers, or laborers furnishing or supplying
work, services, matetials, or supplies in connection with the
performance of this Contract. Such defense and payment will
he conditional upan the folfowing:

a) The State will noify the Contractor of any such clalim in

writing and . tender the defense thereof within a
reasanable time; and

29,

“30.

31

32

33.

34,

by The Contractor will have sele control of the defense of
any actlon on such claim and all negotiations for its
seitlement -or compromise; provided that (I} when
substantial principles of govemment or public law are
invalved, when litigation might create precedent affecting
future Stata operations or llability, or when involvement
of the State is otherwise roandated by law, the Siate
may participate in such action at its own expense with
respect to altorneys' feas and costs (but not lability); (if)
where a settlemant would impose liabllity on the State,
affect principles of Californla govemment or public law,
or impact tha. authority of the State, the Department of
General Services will have the Hght to approve or
disapprove any selflernent or compramise, which
approval will not unreasonably be withheld ar defayed:;
and (i) the State wilf reasonably cooperate in the
defense and in any refated settlement nagotiations,

INVOICES: Unless othemwise specified, inveices shall be
sent to the address set forth hefeln, Invoices shall be
submitied in triplicate and shall include the Contract rumber;
release order number {if applicable); Hem number; unlt price,
extended ltem prica and invoice total ameunt., State sales tax
and/or use tax shall be itemized separately and added to
each Invoice as applicable. )

REQUIRED PAYMENT DATE: Payment will be made in
accordance with the provisions of the Califarnia: Prampi
Payment Act, Government Gode Section 827 et. seq.” Unless

-expressly exampted by stalute, the Act requires State -

agencies to pay properly submitted, undisputed tnvoices not
more than 45 days after (ij the date of acceptance of
Deliverables or performance of services: or (i} receipt of an
undisputed invoice, whichever is later,

TAXES: Unless aotherwise raquired by law, the State of
Califomnia is exempt from Federal excise taxes. The State will
only pay for any State or local sales or use taxes on the
services rendered or Goods supplied to the State pursuant to
this. Gontract,

NEWLY MANUFACTURED GOODS: All Goods furnished
under this Coniract shall be newly manufactured Goods or
certifled as new and wamanted as new by the manufaciurer;
used or reconditioned Goods are prohibited, unless otherwise
specified.

CONTRACT MODIFICATION: No amendment or variation of
the terms of this Contract shail be valid unless made in
writing, signed by the parties and approved as requfred. No
oral understanding or agreement not Incorporated it the
Contract is binding on any of the parties.

CONFIDENTIALITY OF DATA: Al financial, statisticat,
personal, technical and other data and information relating to
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36,

36.

the Gontractor's .

. rgleases,

the State's cperation which are: designated confidential by the
State' and made available to. the Confractor in ardeér to carry
out this Contract, or which become available ta the Goniragtor
i carying: out this - Gontract, . shalt be . protected by the

-Contractor from .unautherized vse and disclosure theaugh the:

opservance of the same or. more effeciive procedural
requirements as are applicable to the - State. Tha
identification of all such confidential data and informalion as
well as the. State's procedural requirements. for peetection of
such - data and .infoimation from unauthorized 'use and

-disclosuee shall be provided by the State in wiiting to the

Contractor. If the methods and procedures employed by the
Contractor for the protection of the Contracter's data amd
informatlon are desmead by the State to he adequate for the
protection of the State's confidential information, such
methods and procedurss -may be used, with the writlen
congent of the State, to camy aut the intent of this paragraph.
The Contractar shall not be reguired under the provisions of
this. paragraph. to keep confidentlal any data: or information
which Is. or becomes publicly available, is already righifully in.
possession - without obligation of
canfidentiatity, js. independently developed by the Contractor
outside: the .scope of this Contract, or is nghtfuily obtained

fram ihlrd parties.

NEWS RELEASES: Unless otherwise exempted, news
endorsements, advertising,. -and social - media
content pertaining to this Contract shalt nat be made: without
prior written approval of the Department of General Services.

'DOCUMENTATION

ay  The Contractor agrees to pravide to the Stale, at no
chargs; all. Documentation as described w1thm the
Statement of Waek, and updated versions ‘therasf, which
are nscessary or useful to the Stale in lts use of the
Equipment -or Software provided hereungder. = The
Confractor -agrees to provide additfonal Daocumentation
at prices not in excess of charges made by the
Contractor. to - its other customers for simitar
Documentation.

B Iftheé Contractor is unable to perform mamtenance or the
State desires to perfosm its own. malntenance on
Equipment purchased under this Contract then upon
-written notice by the State the Contractar will provide at
Contractor's then current rates and fees adeguate and
reasonablg assistance Including relevant Documentation

_to allow the State to maintain the Equipment based on
Contractor's methodology. The Coniractor agrees that
the Stafe may reproduce such Doctmentation for its own

- use in maintaining theé Equipment. [f the Contractor is
unakleto petform maintenance, the Contractor agreas to
ligense any other Contractor thai the State may have
hired fo maintain the Equipment to use the abeve noted
Documentatlon, - The State agrees :fd include the

37 RIGHTS IN WORK PRODUCT:

a)

b)

0

d)

e)

~ Product, bt other elemants do not.

 hereunder.

Conftractor's . copyright  netice  on  any  such
Documentation - reproduced, in  accordance  with
cepyrlght Instructions {o be prowded by the Contractor

At inventlons, disceveries, . inteflectual  property,
technical communications and records. oniginated or
prepared by the Gontractor pursuant to this Contract
Including papars, reports, charls, computer programs,
and other Documentation or improvements thereto, and
inciuding Contractor's administrative communications
and records relating to this Contract (collectively, the
"Wark Produgt’, - shall. be Confractor's exclusive
property. The provisions of this sub-section a} may be
revised in a Statement of Wark.

Software and other malerials developed or othenwise
obtained by eor for Contractor or ifg affiliates
independently of this Contract ar applicable purchase
ardar ("Pre-Existing Materials™ do not censtitute Work
Praduct. 1f tha- Contractor greates: derivative works of
Pre-Existing Materiats, the lements of such: derivative
works created pursuant to this Contract constitute Work
Nothing In this
Section 37 wilt be construed to interfera  with
Contractor’s -or lts afflhates awnershlp of F'I'B-EXISHI‘IQ
Materials:,

The State will bave Govarnment Purpose- Righls to the:
Work Product as Deliverable or deliverad to the State
"Government Purpose Rights” are -the
unlimited; irevocable, worldwide, perpetusl, royalty-
free, non-exclusive rights and licenses: o use, modify,
raproduce, perform, release, display, create derivative
works  from, and disclose the  Work Produet,
"Government Purpose Rights” also includy the right o
release or disclose the Work Product outside the State
for any State goveroment purpose -and to authorize

--recipients to usel- modify, reproduce, perform, release,

display, create derivative works from, and disclose the
Work Product for any State government purpose, Such
recipients of the Work. Product may include, without
limitation,  State Contraciors, Californla - local
governments, the U.S. federal govemment, and the
State . and local governments.. of other sfales.
“Government Purpose Rights” do not include any rights.
to use, modify;, repraduce, perform; release, display,
create derivativa works from, or disclose the Work
Product for any commerdial purpose.

The ideas, concepts, know-how,.or lechniques relating
{o data processing, developed during-the course af this
Gontract by the Contractar or jointly by the Contractor
and the State may be used by either parly without
obligation of notice or accounting.

This Contract shall not preclude the Confractor from
developing materizls outside this Contract that are
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38.

39.

compstitive, irrespective of their similarity to materials.
which might be deliverad to the Siate pursuant te this
Contract. ‘

SOFTWARE LICENSE: Unless otherwise specified in the
Statement of Work, the Contractor hereby grants to the State
and the State accepts from the Contractor, subject to the
terms and conditions of this Contract, a perpetual,
irrevocable, royalty-free, non-exciusive, license to use the
Software Products In this Gonteact (hereinafter referred to as

. "Softwars Products”), :

a) Tha Stale may use the Software Products in the conduct
of its own business, and any divisien thareof

b} - Tha license granted above authorized the State to use
the Seftware Praducts: in machina-readable form on the
Computer System located at the site{s) specified In the
Statement of Werk. Said Computer System and it
assoclated unlts (collectively referrad to as CPU) ate as
deslgnated in the Statement of Work. If the designated
CPU is inoperative due to malfunction, the license- herein
granted shall be temporarily extended to authorize the
State to use the Software Products, i machinad-
readable form, on any other State CPU untit the
designated CPLU Is returned to operation..

¢} By prior written netice, the State may redesignale the
EPUY in which the Software Products are to be used
provided that the redesignated CPU is subsiantially
simiiar in size and scale at ne additional cost. The
redesignation shall not be llmifed to the original site and
will be effective upon the date speclfied In the notice of
redesignation. ' :

d} Acceptance of Commerclal Software (including third
party Software} and Custom Software will be governed
by the terms and conditiops. of this Cantract.

PROTECTION OF PROPRIETARY SOFTWARE AND
OTHER PROPRIETARY DATA: The State agrees that all
material appropriately marked or identified in writing as
proprietary, and furnished hereunder are provided for Siate's
exclusive use for the purposes of this Conteact only. All such
proprietary data shall remain the properly of the Contractor.
The State agrees to take all reasonable steps to insure that
such proprietary data are not disclosed: to others, without prlor
weillen consent of the Contractor, subject to the California
Public Records Act. The Stale will Insure, prior to disposing
of any media, that any licensed matertals contzined theraon
have been erased or otherwise destroyed. The State agrees
that it will take appropriate action by instruction, agreement or
otherwise with its emplayees or other persons permitied
access to licensed software and other proprstary data to
satisfy its obligations under this. Contract with respect to use,
copying, modification, protection and secuwrity of proprietary
software and other proprietary data.

40.

.41

42,

RIGHT TO COPY OR MODIFY:

a) Any Software Product provided by the Contractor in
machine-readable form may he copied, in whole or in
part, in printed or machine-readable form for use by the
State with the designated CPU, to perform one-time
benchmark tests, for archival or emergency restart
purposes, to repface a wom copy, to-understand the
contents of such machine-readable material, or to madify
the Software Produst as provided below; provided,
however, that no more than the numher of printed copies
ard maching-readable copies as specified In the
Statement of Wark will be in existence under this.
Contract at any time without prior consent of the
Contractor, Such consent shall not be unreasonahiy
withheld by the: Contractor. The original, and any coples
of the Software Proguct, in whole or in part, which are
matle-hereunder shall be the property of the Contractar.

b} The State may moadify any non-personal computer
Software Product, in machine-readable form, for Its own
use and merge It Into other program materlal. Any
porilon of the Software Product included in any merged
“program matesial shall be used only an the designated
CPUs and shalt be subject to the terms and conditions of
the Contract. - :

FUTURE RELEASES: Unless otherwise specifically
provided in the Confract, or the Statement of Work, if
improved versiens, e.g., pafches, bug fixes, updates or
releases, of any Software Product are developed by the
contractor, and are- made available to: other leensees, they
wil be: made avallable to the State at ne: additienat cost.only if
such are mada available to other flcensees at no additional
cost. If the Contractor offers new versions. or upgrades fo the
Software Product, they shall be made: available to the State. at.
the State’s oplion at a piice not greater than the Contract
price plus a price increase praportionate to the increase from:
the list price of the original versien to that of the new versior,
if any. If the Software Product has no list price, such price
increase wilt be proportionate to the increase in average price
from the original to the new verston, if any, as estimated by
the Contractar in good faith,

ENCRYPTION/CPU ID AUTHORIZATION CODES:

a). When Encryption/CPU ldentification (1D} authorization
codes are required to operate the Software Praducts, the
Confractor will provide all codes to the State with
delivery of the Software.

by In case of an inoperative CPI, the Contractor wilt provide
a temporary encryption/CPL 1Y authorization code to the:
State for use on a temporarily authorized €PU until the
designated CPU s returned to operation.

cj Whan changes in deslgnated CPUs occur, the State will
notify the Contractor via telephona and/or facsimile/e-
miai} of such change. Ypon recelpt of such netice, the
Contractor will iIssue via telephone and/or facsimilafe-
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maik to: the: State within 24 hours, & temperary encryplion

~1D atithorization: code: for use on: thes ewly dasignated

cPU untlrsmh tirge as: permanent: code is-assigned:.

43. PATENT COPYRIGHT AND TRADE SECRETINDEMNITY

a}

b}

:Contractor will indemnify, defend, and save harmless the

State, ils offiears, agents, and employees, from any and
all third pady claims, costs (including without limitation
teasonable attarneys’ fees) and logses for infringement
or violation of any U.8. Intellectual Property Right by any:
product or service provided hareundar. With respect to
claims arising from computer Hardware or Software
manufactured by a third parly and scld by Contractor as
a resaller, Conteactor will pass through to the State such
Indemnity rights as It recelves from. such third party
(*Third Party Obligation”) and will cooperale in enforcing
them; provided: that if the: third party manufacturer falls to
hanor the Third Frarty Obligation, Conteactor will provide
the Siate with indempity protection equal to that callad

for by the Third Party Obligation, but in ne event greater
. than that called for in the first sentence of this Section..

The provisions. of the: preceding sentence apply only to

third party computer -Hardware or Software sold as a

distinct unit and acceptad by the State, -

Unless a Third Pariy Obligation provides. othepwise, the

defense and paymant obligaticns. set forth in this- Section

will be conditional upon the: follawing:

i} The State wili notify' the Contractor of any such claim
-in writing- and -tender the: defense theraot within a
rgasonable time; and '

i} The Conteactor will have: s.qle- controf of the defense -

of any action on such: claim and all regotiations for
- Its sefliement or compramise; provided hat ¢a) when
_ substantial p{iﬁciples. of goverment of public law are
invalved, when litigation. might cieate pracedent
affecting fulure State operations. or liability, or when
involvemant of the State s otherwise mandated by
law, the State may participate in such action at its:
own expense with respect to altomeys’ fees amd
- costs (bt not liability); (b} where, a setflernent would
Impose liability on: the State, affect principles .of
California government or public law, er impaet the:
authorlty of the. State, the Depariment of General
Services will have the right ta approve er disapprove
any seltlement or compromise, which approvat will
not unreasanably be withheld or delgyed; and {c) the
State wilf reasonably cooperate: in the defense and in
any related settlement negatiations. .
Shoutd the Deliverables, or the operation thereof,
become, or In the Coniractor's oplnion are likely fo
bacome, the s_ubj'ecl, of a claim of infringement or
violation of a U.S. Intellectual Property Right, the State
shall permit the Contractar at ifs option and expense
elther to procure for the State: the rght to continue using

o)

-the Daliverahles, .or to replace or 'rno:iify the same se
s that they bacome.: non-infiinging. -

If-none of these
options can reasonably be taken, or if the use of such
Deliverables by the State shall be pravanted by
injunction, the Contracior agrees. to take back such
Deliverables -and make every reascnable effort to assist
the State. In-procuring substitute Deliverabies. K, in the
sole opinlon of the State, the relurn of such infringing
Deliverables . makas the refenfion of other Deliverables
acquired from the Conftraclar under this Contract

_impractical, the Slate shall then have the option of

terminating - sueh- Contracts, or applicable poriions

thereof, without penalty or termination charge. The

Contractor -agrees: to take back such Dellverables and

refund any sums the State has pald Contractor less any

reasonable amount for use or damage.

The Contractor shalt have ne fiabliity to the State under

any provisien of this clause with respect to any claim of

patent, copyright or trade secret infringement which is
based upen;

il Tha cnmblnahon or uttllzatmn of . Deliverables
furnished hereunder with Equipment, Software or
devices not made or furnished by: the Contractor;
or,

Gy The operation of Equment furnished by the

. Contractor under the control of any Operating

Software. cther than, or in addition to, the current
“varsion of Contractor—suppl ad Oparating Software;
- or

-(iily The madifncazian inltlated by the State, or a third

party at the State’s direction, of any Dellverable
furnished hefeunder; or
{iv} The combination or utilization of Software furnished
hereunder with non-Contracter supplied Software.,
The Confractor catlifies that It has approptiate systems

and controls Iy place to ansure lhat_State funds will not
‘be used in the performance of thi§ Contract for the

acquisition, - operation or maintenance of computer
Suﬂware (o} vlolalicn of copyright laws.

44, DISFUTES

aj

- fesolva potentlal disputes Informally.

The panies shall deal in good falth and attempt to
If the dispute
persisis, - the Conteactor shall submit to the Department
Director or designee a -written demand for a final
decision regarding the disposition of any dispute
between the parties arlsing under, related to-ar invelving
this Contract. Contractor's written demand shalt be fully
supported by factual information, and If such demand
involves a cost adjusiment to the Contract, Confeactor
shalk include with the demand a written statement signed
by an authorized person Indicating that the demand is
made in goad faith, that the supporing data are accurate
and complete and that the amount requested accurately
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b)

£}

d)

reflscts. the Contract adjustment for .which Confractor
belioves the State is liable. The contracting Departmant
Diractor or designee shall have 30 days after receipt of
Contractor's  wiitten demand laveking this Section
"Disputes” to render a wiitten decision. I a witten
decision is not rendered within: 30 days after receipt of
contractor's demand, it shall be deemed a decislon
adverse to the Contractor's contention, - If the Contractor
is not satisfied with the decision of the Department
blrector or designes, the Centractor may appeal the
decision, In writing, within 15 days of lts.issuance (or the
expiration of the 30 day period In the event-nc decisicn
is rendered hy the contracting department), to the
Department of General Services, ‘Depuly Director,
Procurement Bivision, who shall have 45 days to render
a final dacision, If the Geontractor does not appeal the
decision of the contracling Depariment Director or
designae, the decision shall be conclusive and binding
regarding the dispute and the Contractor shall be barred
from commencing an action in court, or with the Victims
Compeﬁsalion Government Claims Board, for fallure to
exhaust Contractor's administrative remediss.

Pending the final resolution of any dispute arising under,
related te or invelving this Contract, Contractor agrees to
diligently praceed with.the petformance of this Gontract,
including the delivery of Goods ar providing of services
in agcordance with the. State’s instructions regarding this
Gontragt. Contraclor's failure to diligantly procaed in
accordance with. the State's instructions regarding this
Contract shall be considered a material breach of this
Contract,

Any final decision of the State shall be expressly
identified as such, shalt be in writing, and shall be signed
by the Deputy Director, Procurement Division If an
appeal was mada. If the Depuly Director, Prosurement
Division falls to render a final decision within 45 days
after receipt of Gonlractor's demand, it shalt be deemed
& final decision adverse to Caniractor's contentions, The
Stafe's final daclsion shall be copelusive and binding
regarding the dispute unless Confractor commencas an
action in a court of competent Jurisdiction to contest such
decision within 90 days following the date of the final
declsion or one (1} year fellowing the accrual of the
cause of actlon, whichever is later,

For dispules Involving purchases made by the
Deparment of General Servicas, Frosurement Division,
the Contractor shall submit 1o the Department Director or
designee a written demand for a final decisien, which
shall be fully supported In the manner described in the
subsection a above.

a final decision |s not rendered within 30 days after
raceipt of the Contractor's derand, it shall be deemed a
final decisien adverse to the Contractor's contention.

The Depariment Directar or.
designee shall have 3Q days to render a final declsion. If.

The final decision shall be conclusive and binding
regarding the dispute untess the Centractor commences
an action In a court of competent jurisdiction to contest
sych decision within 90 days following the date of the
final decision or one (1) year following the accrual of the
cause of agtion, whichever s later. The dates of
decislon and appeal in this sectien may be madified by
mutuai consent, as applicable, excepting the time fo
cormence an actian in a court of competent jurlsdiction,

'45. STOP WORK:

a

b)

The State may, at any time, by written Stop Work Order
to the Contractor, require the Gontractor to stop all, or -
any part, of the work called for by this Contract for a
period up to 45 days after the Stop Work Order is
deliverad to the Contractor, and for any flther period to
which the pariies may agree. The Stop Work Order shalk
be speclfically identified as such and shall Indicate it Is

~ issued under this. clause. Upon receipt of the Step Work

Order, the Contracter shall immediately comply with is

{erms and {ake all reasonable steps to minimize the

incurrence of costs allocable to the work coverad by the

Stop Work Order durlng the period of work stoppage.

Within a peried of 45 days after a Stop Work Qrder Is

delivered to the Contractor, or within any extension of

{hat period to which the parties shall have agreed, the

State shall either; '

(i Cance! the Stop Work Order; or

(i) Terminate the work covered by the Stop Work
Crder as provided for in'the termination for default
or the {fermination for convenience clause of this
Coniract. :

If a Stop Work Order issued under this clause. is
canceled or the period of the Stop Work Order or any
extension thereof explies, the Contraclor shall resume
work. The State shall make an squitable adjusiment in
the defivery schedula, the Contract price, or both, and
the Contract shalt be modified, inwriting, accordingly, if:

(i The Stop Work Order results In an increase in the
fime required for, or In the Coniractor's cost
properly allocable ta the performance of any part of
this Contract; and '

() The Goniractor asserts s right to an squitable
adjustment within 60 days after the end of the
period of work stoppage; provided, that If the State
decides tha facts justify the action, the State may
receive and act upon a proposal submitted at any
time befora final payment under this Conlract.

Iif a Stop Work Oider 1s not canceled and the work
covered by the Stop Work Qrder is terminated in
accordance with the provision entitied Termination for
the Gonvenlence of the State, the State shall aftow
reasonable costs resulting from the Step Work Order in
arriving at the termination settlement,
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" 46.

47.

. d) The Siate shall not be liable to the. Contractor for loss of
profits because of a Stop. \No;k Crdar issusd under this

clause.

'EXAMINAT[ON AND AUDIT: Conractor agrees that the

State, or its designated representative shall have the right to
review and gopy any records and supporting documentation
pertaining to. petformance of this Contract, The Contractor
agrees to maintain such records for possible audit for a
minimum of three (3} years. after fihaf payment, unless a
longer perlod of records retention is stipulated. The
Contractor agrees fo allow the auddor(s) access o skch
records during nomal businass haues and i such a mannar
s0 as {o not lnterfare unreasenably with normal business
activities and te allow interviews: of any employees or others
who might reasonably have information related o such
racords, Further, Gotitractor agrees to include & similar Hght
of the State to audit records and interview staff in any
subcontract related to performance of tils Contract. The
State ‘'shalt provice reasonable advance written: notice af such
audit(s) to the Cantractor.

FOLLOW-ON CONTRACTS:

a) . If the Contractor or lts affillates provides Technical
Consulting and Direction (as defined = below} the
Contractor and its affiliates; -

(i wih not be awarded a subsaguent Contract to
supply the service of systern, or any significant
~ component tharect, that s used for or ln connection
with any subject of stich Technlca[ Consultmg and

. Direction: and
('ni;- will not act.as consultant to amy persen of entity
that does recelve a Canfeact desciibed 1 sub-
section (i}. This pruhlbitlon will continue for ene (1)
year after termination of this Contract or completion
of the Techmcal Consuiting and  Direction,

‘ 'whickever comas later. _

by Techmcaﬂ Cansulhng and Direction’ means serwces for

' _whlch the Contractor récaived compensaﬂan from. the
Siate and includes: .

(i devetopment of or assistance In the development of

" work stalements, specnﬁcahons solicltations or
feaslbility studtes:

{il} - development or dasign of test requirements,

© (il evaluation of test data;

(ivy direction of orevaluation of ancther Coniractor;

(v provision of formal recommendations. regard ing the
acquistion of Infarmation Technalogy products or

 semices; of

(v} provisions of format recommendations regarding.
any of the above. For purposes of this Section,
“afflliates” are employees, diractors, partnoers, faint
venture  parficipants,  pafent
subsidiades, ar any other enfity controlled by,

controlling, or under common cenire! with the

corporations,

48.

49,
. wargants that no gratuities (in the form of entertalnment, gifis,

50.

Contractor.  Control exisis when an entity cwns or
direcls more than fifty percent - (50%) of the
outstanding shares or securities representing the
right to vate for the election. of direc,tors, or other
managing autherity: - .

"¢} To the extent permissible by law,. the Dlrector of the
Department. of General Services, or designes, may
walve the restrictions set forth In this Section by writien
notice to the Contractor if the Director determines thair
application would not be in the State's best interest.
Except as prohibited by law, the resfrictions of this
Section will not apply:

(i} to follow-on advice given by vendors czf commercial
off-the-shelf products, including Software and
Hardware, on the operation, integration, repair, or
maintenance of such products after sale; or

. (il where the State -has entered into a master
agreament for Software oF services: and the scope
of wark zi the time of Contract exacution expressly
calls.: for future recommendations among the
Contractor's. own products, -

d} The restrctions set forth in this Section are In addition to:
_conflict of interest restrclions imposed on public
Contractors _by California law (‘Canflict Laws”). In the
avent of any inconsistancy, such Genflict Lews. overide

. the provisions of this Section, even if enacted after

" gxecution of this Confract, o

PRIORITY HIRING CONSIDERATIONS . i this. Contract
includes services in excess of $200,600, the Conractar shall
give priority consideration In filing vacancles in positions

. funded by the Contract, to qualified recipients of aid uncer

Waelfare. and Institutions Code Section 11200 in acecordance
with PCC Section 10353, - .
COVENANT AGAINST GRATUITIES: The Contractor

or atherwise) were offered or glven by the Contractor, or any

,agent or. representative of the Gontractor, to any officer or

employee of the State with a view toward sacuring the
Confract or securing favorable treatment with respect to any
determinations concering the performance -of the Contract.
Tor breach-or violalion of this warranty, the Sate shall have
the right to terminate the Contract, elther In whole or it part,
and any loss or damage sustained by the State in procuring
on the open market any items which. Contractor agreed to

~ supply shall be borne and paid for by the: Contractor. The

rights and remedies of the State provided In this ctause shall
not be exclusive and are in addition to any other rights and
remedies provided by law or in equity.

NONDISCRIM[NATION CLAUSE:

@) During the_performanie of this Contract the Contractor

and its subcontractors shall not unfawfully discriminate,
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51,

52,

harass or allow harassment, against any employee or
appllcant . for employment because of sex, sexual
orfentation, race, color, ancestry, religlous creed,
national origin, disability (including. HV and AIDS),
medical condition (cancer), age, marital status, and
denial of family care ledve. The Contractor and
subcontractors shall inswe that the evaluation and
treatment of thelr amployees and applicants for
employment are .free from such discrimination and
harassment. The Contragtor and subcontractors shall
comply with the provisions. of the Fair Employment and
"Houslng Act (Gavemment Coda, Section 12990 et seq.)
and the applicable regulations promulgated: theraunder
{Californta Gode of Reguiations, Title 2, Section 7285.0
et seq). The applicable reguations of the Fair
Empioyment and ‘Housing Commission implementing
Government Code. Section 1299C {a-f), . set forth in
Chapter § of Division 4 of Title 2 of the California Code
of Regulatiens are incorporated into this Contract by
reference and made a part hereof as if set forth in full.
The Coniractor and its subcontractors shall give written
notlce of - their obligations. under this clause lo. labor
organizatiens witk which they have a . collestiva
bargaining or other agregment,

b} The Corntractor shalt Include the nondiscrimination and |

compliance provislens of this cfause in all subcontracts
to perform werk under the Contract.

NATIONAL LABOR RELATIONS BOARD CERTIFICATION:

The Contractor swears under penalty of perjury that no more
than ene final, unappealable finding of contempl of court by a
faderal court has been issued against the Contracter within
the immediately preceding two-year perlod hacause of tha
Conftractor's failure to comply with an qrder of the National
Lahor Relations Board. This provision is required by, and
shall be construed in accordance with, PCC Sectlon 10206.

ASSIGNMENT - OF . ANTITRUST ACTIONS: Pursuant to
Government Code Seclions. 4552, 4553, and 4854, the
fallowing provislons. are incerporaed hereii;

a)  Insubmitting an offer to.the State, the supplier offers and
agrees that If the offer is accepted, it will assign to the
State all rights, litle, and interast In and. te. all eauses. of
action it may have under Saction 4 of the Clayton Act
(15 U.8.C. 15) or under the Cartwight Act (Chapter 2,
commencing with Sectlon 16700, of Part 2 of Division 7
of the Business and Professions Code), arsing from
purchases of Goods, material or other items, of services
by the supplier for sale to the Staie pursuant o the
solicitafion.  Such assignment shall be made and
becoma effective al the time -the State tenders final
payment to the supplier. '

.b} If the State receives, either threugh udgment or )

seltlement, a monetary recovery for a cause of action

53.

54,

assigned unger this chapter, the assignor shall be
entitled {0 receive reimbursement for actual legal costs
Incurred and may, upon demand, recover from the State
any paortion of the recevery, including trahle damages,
attributable to overcherges that were paid by the
assignor but were not paid by the State as part of the
offer price, less the expenses incurred in obtaining that
portion of the recovery.

6} Upon demand In wriling by the asé.ig_nqn the assignee

shall, within one year from such demand, reassign the
cause of action assigned under this pait If the assignar
has been or may have been injurad by the violation of
law for which the cause of action arose and
(i the assignee has not beer injured thereby, or
(i} “the assignee declines to flle a cowrt action for the
* cause of action.

DRUG.FREE WORKPLACE CERTIFICATION:  The

Contragtor certifies under perialty of perjury undes the laws of

tha State of California that the Contractor will comply with the

“requirements of the Drug-Free Workplace Act of - 1990

{Government Code Section 8350 et seq.} and will provide &

drug-freé workplace by taking the fallowing actions:

a) -Publish a statement notifying employees that unlawiul
manufacture, distribution, dispensation, possession, or
use of & controlled -substance Is prohibited . and
specifying actions fo be taken agalnst empicyess for
violations, as required by Government Code Seglion
8355(a). S o

h) Establish a Drug-Free Awareness Program as required
by Government Code Section 8355(h) to inform
employees about alt of the following: '

{(iy the dangers of drug abuse in the workplace;

(i the person's or organization's policy of maintaining
a drug-free workplace;

(liy any avallable counseling, rehabilitation and
employee assistance programs; and, ]

(iv} panalties that may be imposed upon employees far
drug abuse violations.

¢} Provide, as required by Government Code Sectlon
B355(c), that every employes who works on the
proposed or resufting Contract:

() will receive a copy of the company's drug-free
policy statement; and,

(N will agree te abide by the terms of the company's
slatement ‘as a condition of employment on the
Contract.

FOUR-DIGIT DATE GOMPLIANCE: Contractor warrants
that It will provide only Four-Diglt Date Compliant (as defined
below} Delivarables and/or services to the State. “Four Digit
Date Compliant” Deliverables and services can accurately
process, calcuiate, compare, and sequence date data,
Ineluding withaut limitation date data atlsing out ef or relating
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55

56.

57.

‘excess of $100,000,

to leap years and ehanges in centurias: This_Waffanty and
representation is . subject to..the waranty terms and

--gonditions- of this Gantract and does: not limit the generality

~af warranty nbllgatlons set forth elsewhers herarn

SWEATFREE CODE OF CONDUCT )

a) Contractor declares under penally of per;ury that ne
equipment, materials, or supplies furnlgh_ed to the State
pursuant to the Confract have been produced in whole
or in part by sweatshop. lahor, forsed labar, convict labor,
Indentured labor under penal sanction, abusive forms. of
child labor ©r exploitation of children I sweatshop labor,
or with the benefit of sweatshop labor, forced labor,
convict labor, indentured labor under penal sanctlos,
abusive forms: of child labor or exploitation of children In
sweatshop labor, ~Contragtor further declares under
penalty of perjury that they adhers to the Swealfree
Code of Conduct as set foth- on the Californiz
Bepartment of Industdal Relations webslie located at
www.dir.ca.gov. and Public Gantragt Code Section 6108,

"B Contractor agrees .to cooperate  fully in providing

reasonable access to tts records, docurments, agents or
employees, o pramises [f reasonably. required by
. authorized officlals of the State, the. Depariment of
Industrial Relatlons. or {he Department of Justice to
defermine  Confréctor's  compliance  with  the
requirements under paragraph {a). .

RECYGLED CONTENT REQUIREMENTS; The Conlractor
shall ceriify i writing under peralty of perury, the minimum, i
not exact, perceniage: of pastconsfumeﬁ material as defined in
the Public Coptract Code (PCCY Section 1220012208, in
products, materials, goods, or supplies offered or sold to the

. State that fall under any of the statutory categories regardless

of whether the prociuct meeta the requirements. of Section
12209, The, certlﬂcation shall be provided by the conteactor,
even I the product ar good contains ner posteonsurner
recycled material, and even if the pastconsumer content I
unknown, With respect to printer of, dupllcatlon cartridges
that. comply with thé. requireraents ‘of Seetion 12156(g), the
certuftcatmn requwed by this subdivislon shall speciiy that the
cartrldges so. comply (PCC 12205 (2}, A slale agency
contracting officer may walve the cer_ilﬂcathn requirsments if
the perceniage of postconsumer material in the products,
materials, goods, or supplies can be verified In a writien
dver’(isement Including, but not limlited to, & product label, a
catalog, or a manufacturer or vencfor intemet web site,
Contractors are to use, to the maximum extent economicatly
feasible. in the performance of the coniract work, recycled
content: praduc[s (F'CC 12203((1))

CHILD SUPPORT COMPLIANCE ACT: -'Fc'r any Contraet in
the Contractor acknowladges in
accordance with PCC Sectiori 7110, that: :

- @) - The Goniractor recognizes the importance of child and

58.

59,

60.
" 10295.1,- the Conlractor certifiés that It complies with the

6.

62,

83.

family suppoit obligations and shall fully comply with all
applicable State and federal laws relatitig to chitd and
“family support-enforéémant; including, but not limited. to,
-disclosure of Information and compliance with eamings
' ‘assigntient -orders, as  provided in  Chapter 8
(commencing with Section 6200} of Part 5 of Division @
of the Family Code; and

by The Contractor, to the bast of its knowledge Is fully

complying with the earnings aSsignment orders of all
employees and Is providing the names of all new
employees to the New Hirg Registry maintained by the
California Employment Development Department.

AMERICAN WITH DISABILITIES ACT:  The- Contractor
assures the State that the Centractor complies with the
Americans with Disablli’ues, Act of 1980 (42 U S.C. 12101 et

_ 5eq)

"ELECTRONIC WASTE RECYCLING ACT OF 2003: The
“Contractor cartifies that it complies - with the applicable

requirerents of thie Electronic Waste Recycling At of 2003,
Chapter 8.5, Pari'3 of Division 30, commencing with Section
424660 of the Public Resources Code. The Contrastor shall
maintain documentation and provide reasonable access folis
records and documents lhat evidence compliance,

USE TAX COLLECTION: [n accordance with PCG Section
réquiraments of Saction 7101 of the Revenué and Taxation
Code. Confractor further certifiss’ that It will immiediately
advise the State of any change in its retaller's seiler's permit
or certlfication of registration ot apphcable afflliste’s seller's

" permit o cerfificate of reglstration as descrlbed |n subdivision

{a)of PCC Sectlon 10295 1,

EXPATR!ATE CORPORATIONS: Gontracipr  hareby

jdeclaras that it is not an expatriate corporation ‘or subsidiary
of an expatriate corporatlon within- the meaning' of PCC

Seclions 10286 and 102861 and is eligible to Gontract with

'the State,

DOMESTIC PARTNERS: For Confracts over $108,000
executed or amended after January 1, 2007, the Contractor
cerliffles that the Contractor I8 in compliance with Public
Contract Code Sedtion 10295.3.

SMALL ' BUSINESS PARTICIPATION AND DVBE

PARTICIPATICON REPORTING REQUIREMENTS:

a) . If for this Contract the Contractor made a commitment te
achieve small business participation, then Coniractor
must within 80 days of recelving final payment under this
Contract {or within such other time period as may be
specified elsewbere in this - Contracf) repoert to the
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awarding department the actual percentage of small

business participation that was achieved. (Govt. Gode §-

14841,y

b} If for this Contract Gentrector made a commitment fo
achieve disabled veteran business enterprise (DVBE)
particlpation, then Contractor must within 80 days of
receiving final payment under this Contract (or within
such other time pariod as may be specified elsewhere in
this Contract) cerify i a report to the awarding
department: (1) the total amount the prime Contracier
recelved under the Contract; (2} the name and address

of the DVBE(s) that participated in the performance of

the Contract; (3) the amount each DVBE received from
the prime Contractor, (4) that all payments under the
Contract have been mate to the DVBE; and (5} the
actual percentage of DVEE paricipation that was
achleved. A parson ar entity that knowinaly provides
false information shall be subject to a civll penalty for
each violaion. (Ml & Vets. Cods § 999.5(dy
Gevt..'Cocie § 14841.)

64 LOSS LEADER: [f is untawful for any person engaged In

businass within this stale to sell or use any article or produst
as a “loss leader” as defined in Saction 17030 af the Business
and Profesgions Gode. (PCC 12104.5(k)). |

ADDITIONAL CNIAS TERMS AND CONDITIONS

B5. CMAS -- CONTRACTOR'S LICENSE REQUIREMENTS:

66.

Contracis that Inciude installation or the wording "Furhish and
Install” require &t the tiine of Contract award that Gontractors
possess g valid Californla State Contractor's Lisense, [If sub.
Confractors .are used, they must also possess a vafid
California State Contractor's License. Al busingsses whieh
construct or alter any building, highway, road, parking facillty,
railroad, excavation, o other structure in Qaliforni'a must be:
licensed by the Califomia State License Bpard. (C3LE) if the
toted cost {labor and matertals) of the project iz $500.00: or
more. Failurg to be licensed or to keep the license curtent
and in geod standing shall be grounds for “Centract
revocation.

CMAS -- PUBLIC WORKS REQUIREMENTS
{LABOR/INSTALLATION):

a) Prior to the commencement of perfarmanca, the

Contractor must obtain and provide io the State, a
payment bond, on Standard Form 807, when the
Coniract  involves a public works expenditure
{lahirfinstatlation cosls) In excess of $5,000. Such bong

shall be in a sum not less. than ome hunérad percent

(100%:} of the Contract price.

b} In accordance with the provisions of Section 1773 of the
California Labor Code, the Contractor shall, conform and
stipulates to- the general prevailing rate of wages,
including employer benefils as defined in Section 1773.1

o)

- General Prevailing Wage Rates.

of the California Labor Code, applicable to the classes of
labor to be used for public works such as at the delivery
sile for the assembly and installation of the equipment or
materials undar the purchase arder. Pursuant to Seetion
1770 of the California. Labor Code, the Department of
Industrial Relations has  ascertained the general
prevalling rate of wages in the county in which the work
ls to be done, to be as listed Tn the hooklet entitled
The booklet is
complled monthly and copies of the same are available
from the Department of Indusiial Relafions, Prevailing
Wage Unlt at wwwidircagov (select Statistics &
Research} or (4155 703-4774. The booklet is reguired to
be posted at the Job site.
The Gontractor hereby certifies by signing this Contract
that
iy  Cantractor has met or will comply with the
slandards of affirmative eompliance with the Non-
Discriminaticn Clause Requirements  includad
hereiriy '

" iy Contracter iz aware of the provisions of Section -

3700 of the Labor Code that require every
employer 'to be insured against lability for
warkmen's ' compensation er to underfake self-
Insurancs in accordange with the provisions of that
Code, and - Contractor - will comply with such
provisions bafore commeneing the performance of
the work of the purchase order. - ’
Laws to be Observed '
i Laber
Pursuant to Seclen 1775 of the Callfornia Labor
Cede the Contractor shall, ‘as. a penally to the State
or Palitical subdivision en whose behalf the purchase
order is made or awarded, forfelt not more than fitty
($50.00} for each calandar day, or portions thereof,
for each worker paid by him or subeontractor under
him, less. than the prevalling wage so stipulated; and
In addition, the Contractor further agrees to pay fo
each workman the difference between the actual
- amount- paid for ‘each calendar day, ar poriions.
thereof, and the stipulated prevalling wage raie for
the same. This provision shall not apply to properly
indentured apprentices.
Pursuant to Sections 1810-1815 of the California
Labor Code, inclusive, it Is further agreed that the
raximum hours a worker is to:be employed is limited
{0 eight hours a day and forty hours a week and the
Contractor- shall forfeit, as a penalty to the State,
wenty-five (25} for each worker employed in the
exacution of the purchase order-for each calendar
day during which a workman is required or parmitted
1o labor more than eight hours in any ealendar day or
more than forty hours In any calendar week, in
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87.

68

violation eof California Labor Code Sections 1810~
S 18718, Inclusive, :
H) Worker's Compensatron lﬂSUFanCG . ‘
The Confractor wilt be mqu[ﬁed te  secure the
payment  of compensation to s employses In
accordance. with the provisions of Labor Code
- Section 3700,
i) Travel and Subsistenge Payments
Travel and subsistence payments shall be paid: to:
each.- werker needed to execute the work, as such,
travel and subsistence.payments. are defined in the
applicable collective: bargaining agreements: filed in
accordance with Labor Code Section 1773.8.
) Apprenlices
Speclal atfention is’ directed to Sections 1777.5,
1777.6, and 1777.7 of the Califemia Labor Code and
Title 8, Caitfornia: Administrative Code Section 208 et

=

seq. Each Cortractor andioe subcontractor must, .

prior - te commencement of the public. werks
Confract/purchase order, contact the: Division of
Apprenticeship  Stapdards, 525 Golden Gate
Ayanue, San Francisco, CA, or-one of ifs branch
ofices o  insure compllance and complete:
" understanding of the law regarding apprertices and;
specifically: _ the  required . raio  thersunder.
Responsibifity .for 'campliauce. with this. section lies.
with the prime antractor
vl Payralk. .
The Contractor shall keep, an aceurate payroll recork
- showing the name, soclal sesurity account, ahd work.
classification specific and straight tine and: overtime
-hours worked by each employes: A cerlifiecd copy of
- the employee’s payeoll record shall be available for
- ingpection  as . specified- In ‘Sedtion 1776 of the
Califorria Labar Code, ’

CMAS"—i TERMINATION OF CMAS CONTRACT:
a) The State may terminate this CM’AS, Contract at any iime

Upan 30 days prlor wrilten notice.,

by If the Contractor's GSA Multiple Award Scheduls Is
terminated within the: ferm of the GMAS Contract, the
CMAS Contract shall alse be consldered terminated on
the same date,

c) Prior to the expiration of this CMAS Contract, this
Contract may be terminated for the convenience of both
parifes by mutual consent, L

d} This provision shall not relieve fhe Contraclor of the
chligation to. perform under any purchase order or other
simitar ordering document executed pror to the
termination becoming effective.

CMAS -- CONTRACT AMOUNT: There'ls no guarantee of
minimum purchase of Contractor's producis or services by the
State.

59.

70,

.

CMAS - Debarment Cerfification. (Federally Funded
Contracts): . When Federal funds. are being expended, the
prospective reciplent of Federal assistance funds is required
to certify to the Buyer, that neither It nor its principals. are
presenlly debarred, suspended, . pmposed for debarment,
daclared lnellgtble or vol untarlly exciuded frcnm partlcspatmn
in this transaction by any Federal departmient or agency.

CMAS - PURCHASE ORDERS FUNDED IN WHOLE OR
PART BY THE FEDERAL GOVERNMENT: All Contracls
(including individual erders), except for State construction
projects, which are funded in whole or in part by the federal
government may be E:anceled with 30 day nolice, and are
subjacttn the following:

a)  [tls mutually understoad between tha parties that this
Caontract (orderf) may have heen written befora
ascertarmng the avallabiity ~of ~congressional
appropriation of funds, for the mutual ‘benefit of hoth
parties, In order to avold program.and’ fiscal delays
which would occur If the Gontract (order) wera
exeeuted after that detsmmination was made,

by This Corfract (order) is valid and enforcesble only If

* sufficient funds ‘are madé' avallabie to the Stite by the
United States Govemment for the fiscal year during
which the order was generated’ Tor the purposes of this
program. In-addition, this Contract forder) is. subject to

.any addiignal restrictions, limitations., or conditions
enacted by the Congress or any 5tatute enacted by the
‘Gongress. that may affect the provisiens, tarms. or
funding of this Contract (order) ir amy manner,

@ W is mutually agreed that if the Congress does. ot

appropriate  sufficiert funds for the program, this
Contract (order) shall be amended to reflect any

) _,reducﬂon In funds.. The department haa the optlan to
-void the Contract (ordar} under the SG-ciay canceliation
_Elause or to amend the Contract to reflact any reduciien
of funds, .

CMAS -- CONFLICT OF INTEREST:
a)  Current Stale Employees (Pubhc Contract Code Sectlon
10410):
i} Ne officer or employee shali engage in any
employment activity or enlerprise from which the
officer or employee receives compansaiion or has a
financlal interest and which is sponsored ar funded
by any State agency, unless the employment, activity
" or enlemrise is required as'a condmun of ragular
State employment,
il No officer or employse shall Contract on his or her
" own behalf as an lndependent Centractor with any
State dgaricy to provide Goods or services,

b  Former State Employees (Public Contract Gode Seciion
10411)y :

i} For the two-year period from the date he or she left

State employment, no former  State officer or
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72,

73.

74.

75.

amployee may enter into & Contract In which he or
she engaged in. any of the negotiatiens, transactions,
planning, arangements o any part of the decislon-

making. process relavant to the Coniract while

employed in any capacity by any State agency,

iy For the twelve-month period from the date: he or she.
left State: employment. no former State officer or
empioyee may enter Into- a8 Contract with any Stale
agency If he or she was employed by that State:
agency in a policy-making posifion in the same
general subject area as the proposed Contract within:
the twelve-month period prior to. his or her Ieauing
State service.

CMAS -~ SUBCONTRACTING REQUIREMENTS:

Any subconiractor that the GMAS supplier chooses to use In
fulfilling the requirements of this Coniract (order), and which
is expected to raceive more than ten (10} percant of value of
the Contractipurchase arder, must also meet alt Contractual,
adminlstrative, and technical requirements of the Contract
{order}, as applicable,

CMAS - RENTAL AGREEMENTS:

The State does not agree {o;
»  ndemnify a Contractor;

‘s Assume responsibllity for matters beyond its control;

«  Agree to make payments in advance;

2 Accépt any other provision creating a cont}ngant Elablluty
against tha State; or

«  Agree tc obtain Insurance to protect the Contractor.

The State's respensibility for repairs and liability for damage

or loss is festricled to that made necessary by or resulting

from the négligent act or amission of the State or its: officers,

employeas, of agents.

If the Contractor maintaing the equipment, the Contractor

must keep the equipment in good working: order and maka all

necessary repales and adjustments without qualification. The
State may terminate for default or cease paying rent should
the Cantractor fall to maintain the equipment properly.

Parsonal property taxes are not generally reimbursed when
leasing equipment (SAM 8736),

CMAS - LEASE (fLease $Mart ™): If an agency desires to
lease through Lease $Mart ™, the Contractor agrees to sell to
lessor the assels, at the same price as they agree to sell to
the State.

CMAS - PROGRESS PAYMENTS & RISK ASSESSMENT:
In accordance with PCC 12112 agencles are required to
withhold not less than 10 percent of the Contract price until

final delivery and acceptance of the Goods or services, for.

any Contract that provides for progress payments in a

76.

77.

Contragt for IT Goods or services. to be manufactured or
performed by a Centractor especlally for the State and nat
sultable for sale to others in the ordinary course . of the
Contractor's business, '

Interim Risk Assessment guidelines and financlal protection
measuras are detalled in PCC 12112 for agencies 1o use to
determine thelr applicabillty to agency projects.

CMAS -- QUARTERLY REPORTS: Contraclors are required
to submit quarterly business activity reports, as spéciﬁecﬁ in
this Contract, even when there is no activity,. A saparate
report s required for each Contradct, as differentiated by alpha
suffix.

CMAS -~ CONTRACTOR EVALUATION: In accordance with
PCC 10367 ang 10369, performance of the Contraclor under
orders lssuad against this Confract will be evaluated. The
ordering agency-shall complate a written evaluation, and if the

* Contragtor did not satisfactorily petform the work specified, a

copy of the evaluatlon will be sent 1o the DGS, Office of Legal
Services.
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CLOuUD COMPUT[NG SERVICES SPECIAL PROVISIONS
(Software as a Ser\nce)

THESE SPEGIAL PROVISIONS ARE ONLY.TO BE USED FOR SOFTWARE AS A SERVICE (SaaS), AS DEFINED BELOW. THESE
SPECGIAL PROVESIONS ARE TO BE ATTAGHED TO THE GENERAL F’RO\!ESIQNS INFORMATION TECHNOLOGY AND ACCOMPANIED
BY, AT MINIVIUM, A STATEMENT OF WORK (SOW) AND SERVICE LEVEL AGREEMENT (SLA). STATE AGENGIES MUST FIRST:

A,
B.

G,

b)

o

€)

a

a)

o)

a)
b)

CLASSIFY THEIR DATA PURSUANT TO THE GALIFORNIA STATE ADMINISTRATIVE MANUAL (SAM) 5305.5;

CONSIDER THE FACTORS TO -BE TAKEN INTQ AGGOUNT WHEN  SELECTING A PARTICULAR TECHNQLOGTGAL
APPROACH, IN ACCORDANCE WITH SAM 498811, 4983 AND 49831 AND THEN;

MODIFY THESE SPECIAL PROVISIONS THROUGH THE SOW AND/OR SLA.TO MEET THE NEEDS OF EACH ACQUISITION.

Deflnltions )
"Cloud Software as a Service (SaaS)” - The capabllity provided to {he consumer is to use applications mads avallable by the

pravider running on a cloud infrastrusture. The applications are accessible from various client devices fhrough a thin cllent interface
such as a web browser (e.g.. web-hased emally. The corsumer does mot manags or control the undedying cloud infrastructure
inciuding network, servers, operating systems, storage, or even individual application capabillies, WIth the possible exception of
limited user-spegiiic application configuration ssttings.

‘Cloud Platform as a Service (Faa5)" - Tre capability provided to-the consumer is o deploy onte the cloucf infrastructure censumer-
created or acquired applications. creatad using progremming fanguages: and toals supported by the provider. The consumer does nat
manage or centrol the underlying claud infeastructure including: netwark, servers, operating systems, or starags, but has eontrol over
the deployed applicatians and possibly application hosting envieonmant configyrations.

“Gloud Infrastructure as a Service {laaS}" - The capability provided to the corsumer is lo provision proeessing, storage; nebworks,
and ether fundarmental competing résources where the consumer is able to deploy and run arbifrary software, which gan include
operating systems and applicaiions. The consumer does not manage or conteol the underlying cloud infrasteaeture: but has: sontrol
over operating systems; storage, depleyed applications, and pessibly limited control of select networklng componepts (e.g., host
firewalls), -

“Data” - means any information, formulae, algorthms, or other conlent that the Stale, the State's emplasyees,, agenta and: end: users:
upload, create or modify using the Saa$ pursuant te this Contract. Data alse includes: user ldﬂntiﬁcatlon information: and metadata -
which rmay contain Data or from which the State’s Data may be ascertainable.

“Data Breach” - means any access, destruction, loss, theft, use, modification or disclosure of Data by an unauthonzed party or thatis
In violation of Contract terms andior applicable state orfaderal law,

“Recovery Point Objective (RPO)" - means the point in time to- which Data can be recovered antfor systems restored: when service
is rostored after an interruption. The Recovery Polrt Objective is expressed as a length of time between the interruplion. and the most
preximate backup of Data immediately preceding the interruption. The RPO Is detalled in the SLA. :

“Recavery Time Ohjective (RTO)" - means the period of time within which. Information technotogy serwce& aystems, appllcatlons
ang: functions must he recovered foliowing an unplannad Interruption. The RTO is detailed In the SLA. . .

Terms
SaaS AVAILABILITY: Unless otferwise stated in the Statement of Work

The Saas shall be available twenty-four (24) hours per day, 365 days per year {excludmg agreed -upon malntenance downtlme)

If SaaS monthty avallability averages. less than 98.9% fexcliding agreed-tipon maintenange dovmtlmel the State shall be anhtled to
recover damages, apply credits or use other contractual remedies ag set foith in the Statement of Work.

If SaaS monthly avallabiity averages less than 99.9% (excluding agreed-upen maintenance downtime}, for three (3) of mare months
in a rolling twelve-month peried, the. Stale may terminate the eontract for material breach in aceordance with the Temmination for
Default provision in the General Pravisicns ~ Information Technology:’

Contractor shall provide advance written notice te the State in the manner set forth in the Statement of Work of any major upgrades or
changes that will affect the Saas availability.

DATA AVAILABILITY: Unless otherwise stated in the Statement of Work,

The Data shall be avatlahle twenty-four {24) hours perday, 365 days per year (excludlng agreed-upan maintenance downhme}
If Bata monthly avaitability averagas less than 99.9% (excluding agreed-upon maintenance downtimay, the State shalt be entitied to
recover damages, apply credits or use other contractual remedies as set forth in the Statement of Work if the State Is, unable te.
access the Data as & result of: - S

1) Acts or cmission of Contractor;

2)  Acts or omissions of third parties working on behalf of chntractor,
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c)

4,
a}

b)

)

d}
8}

5)

8)

7)

3) Network compromise, natwork intrusion, hacks, introduction of viruses, disabling devices, malware and other ferms of atiack
that can disrupt access to Contractor's seiver, to the extent sush attack would-have baen prevented by Contractor teking
reasonable industry standard precautions;

4) Power outages or other telecommunications or internet fallures, to- the extent stich outages were within Contractor's direct

" or express cantrok,
If Data monthly avaliability averages leds than 98.9% (excludmg agreed-upon maintenance downtime), for three (3} or more months in
a roliing twelve-month period, the State may terminate the coniract for material breach in accordance with. the Termination for Refault
pravisian in the General Provlslons— information Technology.

SaaS and DATA SECURITY: ’
In addition to the Cempliance with Statutes and Regulations provision set forth in the General Provisions — tnformation Technolagy,
Contractor shall certify to the State:
© 1) The sufficlancy of its security standards, tools, techmlng:es dnek procedures in praviding SaaS under this, Contract;
2y Compliance with the- following: -
L The Callfornia Information Practices Act {Civit Code Sections 1798 et seg.);
“li. Security provisions of the Galifornia Stata Administrative Manual {Chapters 5100 and 5300), and the. Califorria Stalewide
Information Management Manual (Sections 58C, 58D, 66B, 5305A, 5310A and B, 5325A and B, 53304, B and C, 53404,
B and C, 5360B);
fil. Undergo an annual Statement on Slandards for Attestation Engagements (SSAE} No. 16 Service Organlzation Control
{SOC) 2 Type U audit. Audif resulis: and Gontractor s plan to corregt any nagative findings shall be made avallable ta the
State upon requost; and
. Privacy provisions of the Faderai Privacy Acl &F 1974;
3) Compliance with applicable industry standards-and guidelines, including but not limited to relevant security provisions of the
Payment Card tndustry (PCI) Data Security Standard (PFCIDSSY including the PCIDSS Clad Computing: Guidelines.
Contractor shall implament and malntan all apprapriate administrative, physical, technical and precedural safeguards in accordance
with section a) above at all timés during the term of thls Conltract {o secure such Data from Deta Bréach, protect the: Data: and the
Sga$ from hacks, Intraductlon of viruses, disabling devices, malwate and ether forms of malicious. or inadverient acts lhat can disrupt
the State’s access to its Data. -

"Gantractor shall allow the State reasonable access to. SaaS sequrity logs iatency stafistics, and other related: Saas secumty data that

affect this Gontract and the State’ s Data, at no cost to the Sfate.

Contractor agsumes responsibillty orthe securlty and confidentiallty of the Data under its controk.

No Data sfiall be copied, modified, destroyed or deleted by Contractor other than for posmal operation or maintenance of Saal durlng
the Contract period withoul prier written notice to and weitten approval by the Stata,

Remote access to Data from oulside the continental United: States, including remote aceess to Bata by autherzed SaaS support staff

_in identifled support centers, is prohibited unless approvad in advance by the State Chief Information Security Officer.

ENCRYPTION: Confidential, sensitive or personal infermation shall be encrypted in accordance with Califarnia State Administrative

- Manual 5350.1 and California Statewide Information Managament Manual 5305-A.

DATA LOCATION:  Unless otherwise stated. in the Statement of Work and approved in advance by the State Chiaf Information
Security Offlcer, the physical location of Centractor's data center where the Data is stered shall be within the continental United
States. '

RIGHTS TO DATA: The paities agree that as between them, all dghts, including all intellectual praperiy rights, in and: to: Data shall
remain the exclusive properiy of the State, and Contractor has a limited, non-exclusive license to access and use the Data as
providad to Gontractor selely for perfomming its obligations under the Goniract. Nething herein shall be construed to. confer any license
or right to the Data, Including user tracking and exception Data within the system, by implication, sstoppel or otherwise, under
copyright or other inteliectual property righs, io any third party. Unauthorized use- of Data by Contractor or third pacties is prohibited.
For tha purpocses. of this reguirement, the phrase “unauthotized use" means the data mining or processing of data, stored or
transmitted by the service, for untelated commercial purposes, advertising or advertising-refated purposes, or for any other purpose
other than security or service delivery analysis that is not explicilly authorized.
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9)
a)

b)
-

dy

- 8)

10}
ay

TRANSITION PERIOD: : e
For ninety (90} days prlor to the expiratlon date of %hls Gem[act or. upon notlce of termlnatlan of th teact, Contractar shall assist

the State in extracting and/er transitioning alt Data in the format determinad by the State (“Transition Perjod").

The Transition Feriod may be modifiect in the SOW or as agreed Upon in wriiing by the pasties in a coritract amendment.

Buring the Transition Period, Saa$ and Data access shall continue to be made avallable to the State without alteration.

Qoritraﬁtm: agrees to. compensate the State for damages or logses the State Incurs asia result of Contractor’s failure: to. camply with
this section in accordance with the Limitation of Liability provision set fozth in the Generai Provisions - Information Technology.

Unless otherwise stated in the SOW, the Contracter shall permanently desiroy or rendar indccessible any partion of the Data in
Contractor's andfor subcontractor's possession or control following the expiration of all cbiigations In this section, Within thirty (30)
days, Contractor shall issus a writter statemant to the: State cenfirming the destruction or inaceessibllity of the State's. Data.

The Stats al its eption, may purchase additionat transition services as agreed upon in the SOW.

DATA BREACH: Unless otherwise stated In the Statement of Work, .
Upon discavery or reasonable beliaf of any Data Breach, Contractor shall notify the State by the fastest means avaliable and also in
writing, with additieral notification provided fo the Chief Information Security Officer or designee of the confracting agency. Contractor
shall provide such notification within forty-elght (48} hours. after Contracior reasonably: believes there has been such a Data Braach.
Contractor's notification. shall Iefantify; - : :

1) The nature of the Data Breach;

2] the Dala accessed. used or diselosed: :

3} The persen{s) who accessed, used, disclosed anefor received Data - (if knawnL .

4} What Contractar has done or wilkdo to quaranting and witigate tha Data Breack; and

5y  What corrective acilon Gontractor has faker orwill take to prevent future Data Breaches.
Gontractcr will provide daily updates, or more. frequently lf requirec: by the State, regarding findings and actions: perfommed by
Contractor untik the Data Breach has beeh effectlvely resolved to the Stale's satlsfachon. .
Cantractor shall quaranting the Data Braach, ensure secure access: te Elata amd repair Saas as needed in accorctance with: the: SLA.
Failure to o s may resutt in the: State exercising Its options for assessing damages ar ether eemedies under this Contract,
Notwithstanding anything to the contrary In the General Provistons. - Information Technology, In perferming services umder this
Contract, and to the extent autharized by the State in the Statemani of Work, Gontractor may ba permitied by the State to use
systems, or may be granted access fo the State systems, which store, transmit or process: State owned, licansed or malniained
computerized Data cansisting of personal inferration, as: defined by Cvil Cade Section 1798.28 (g). I the Contractor eauses or
knowingly: experiences a breach of the secudty. of such Data, Contractur shall Immediately report any breach of security: of such
system o the State following dlscavezy ot netification of the breach. in. the _security of such Data, The State’s Chlef Information
Security Officer, or designes, shall determ[ne whether pofification to the: individuals whose Data has been Iest or breached is
appropriate. W personal information of any resldant of California: was, or fs reasonaply belie\ted to have been agquired by an

' unauthorized person as a result of a secumty hreach OF such systarg and Data that, is: not due o the: fault of the: State or amy: person or

antlty under the controt of the State, Contragioi shall bear any and all costs associated with the State’s notificatien ohligations and
other obligations set f_onh in. Clvil Code Seclion. 1798. 29_(d}_, as well as: the: cost of eredit monltoring,, subject. te, the; dollar limitatlon, if
any, agreed to by the State and Contractor In the appll Icable -Statement of Work. These costs may include, but are not limited to staff

"time, material costs, postage, media announcements, and other identifiable costs asseclated with the. breach: of the sactyity; af such

personal information,
Contractor shall condugt an Invesi[gaiion of the Data Breach and shall share the: repart of the lnvestlgatmn With the State, The: State.
andfor its authorized agents shall have the right te lead (if required by faw] or participate in the investigation. Can{ractor shall

cooperate fully with the State, its agents and law enfercement

DISASTER RECOVERY/BUSINESS CONTINUITY: Unless otherwise siated in the Statement of Work,
In the event of disaster or catastrophic failure that results: in sightfleant Data: [oss or extended loss of access to Data, Contractor shall

-notify the Stale by the fastest means available and also in writing, with additional notification provided to. the Chlef Infarmation Secutity

Officer or designes of the contracting agency. Contracter shall pravide such notlfication. within twenty-four (24} houirs after Contractor
reasonably beliaves there has been such a disaster or catastraphlc fallura b the notification, Centacter shat Inform. the State of:
1} . The scale and quantify of the Data loss;
2)  What Contraclor has dona or wilt do {o recover the Data and mifigate any deleterious affect of the Data: loss. and
3Y What comective action Contractor has taken or will take to prevent future Data loss.
4)  If Coniractor fails to respond lmmedxately and remedy the failure, the State may exercrse its. options fer assessing damages:
or other remedies under his. Contract, :
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b} Contractor shall resiore continuity of Saa8, restore Data in accerdance with the RPO and RTO as set forih in the SLA, restore
accessibility of Data, and repair SaaS as needed to-meet the performance requirements stated In the SLA. Fallure to do so may result
in the State exercising its. options for assessing damages or othar remedies under this Contract.

¢) Contractor shall conduct an Investigation of the disaster or catastrophic failure and shal share the report ef the investigation with the

- State. The State and/or its authorized agents shall have the right to lead (if required by law) or partrclpaie in the investigation,
Contractor shall ceoperata fully with the State, ifs agents and faw anforcement,

11) EXAMINATION AND AUDIT: In addition to the Examination and Audit provision set farth in the: General Provisioas - Information
Technology, unless otherwise stated in the Statement of Work:

a) Upon advance written request, Centractor agrees that the State or its demgnated representative shall have access: to Contragter's

< SaaB, operational documentation, records and databases, including online inspections, that relate to the SaaS purchased by the
State.
by The online inspection shall atow the State its authorized agents, or a mutually acceptable third: partytn test that. centrols. are in. place
and working as intended, Tests. may include, but not be limited to, the following:
1) Operating system/network valnarability scans,
2} Web application vulnerability scans,
3} Database application vulnerability scans, and
4y  Any other scans to be performed by the State or representativas en hehalf of the State.

c)  After any significant Data loss or Data Breach or as a result of any disaster or catastrophic fallure, Contractor will at its expense have
an independent, Industry-recognized, Stale-approved third party perferm an Information security audit. The audit results shall be
shared with the State within seven {7} days of Contractor's receipt of such: results. Upon Contractor recelving the resulis. of the audit,
Contractor will provide the State with writien evidence of ptanned remediation within. thirty: (30% days and promptly medify its security
measures in order to meet its obligations under this Contract.

12} DISCOVERY: Contractor shall promptly notily the State upen receipt of any requests which ir: any way might reasomably: reguire:
access to the Data of the State or the State’s use of the: SaaS. Contractor shall. notify the: State by the fastest means: availabls and
aiso in writing, with additional nofification provided. to the €hief Information Securty Officar or designee of the contracting agency,
unless. prohibited by law from providing such notification. Contracior shall provide such nefification within forty-gight (48) hours afier
Confractor receives the request. Contractor shafl not respond to subpoenas, service of proeess, Public Reecords: Act requests, and
other lagal requests directed at Confractor regarding this Contract without first rotifying the State unless prohibited by law from
providing such notlfication. Contractor agrees: te provide its inlended responses to the State with adequate time for the State to
review, revise and, If necessary, ssek a protective order in a court of competent jurdsdiction. Contractor shall not respond to. legal
requests dirscted at the State unless authorized in writing to do so by the State, :
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