NETSCOUT

HIGHLIGHTS

2 Rackmount Unit (RU) chassis with hot-
swappable architecture

240 Gbps unidirectional (480 Gbps
bidirectional) throughput and non-
blocking switching fabric

Up to 4 swappable chassis modules

Up to 24 non-blocking ports of 1GE
and/or 10GE per chassis

Line rate performance on all features,
including rate conversion, aggregation,
replication, filtering, load balancing,

port tagging, time stamping, protocol
stripping & de-encapsulation, conditional
slicing, and encapsulated filtering &
balancing

IP Tunnel termination (e.g. ERSPAN,
NVGRE)

Reliable and secure WAN tunneling

+Active inline traffic forwarding and tool

chaining with fail-safety

Intelligent fully meshed stacking/
interconnect (vMesh)

Management via command line, XML
API, and graphical user interfaces for
local and remote access

NEBS Il Compliant
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nGenius 2200 Series Packet
Flow Switch

Hardware-accelerated Packet Optimization for Performance
Monitoring and Security Systems on 10G Networks

Product Description

The nGenius® 2200 series packet flow switch (PFS) is a NEBS level Ill compliant, highly scalable
modular system that bridges the gap between 1G and 10G Ethernet networks and tools.

The nGenius 2204 packet flow switch model consists of a 2RU chassis that supports up to four
chassis modules, with each module supporting up to 40 Gbps throughput - for a chassis total
of 240 Gbps of unidirectional (or 480 Gbps of bidirectional) throughput and up to 24 ports. Al
ports on each chassis module are enabled by default, with each port configurable as a network
traffic, intermediate (service), or monitoring tool port.

With vMesh, a self-organizing architecture, traffic capture devices can be deployed in a
redundant, low-latency meshed architecture for dynamic and fault-tolerant visibility that can
scale to over 4000 ports across LAN and WAN environments, including tunneling.

Delivery Optimization

Beyond scalable aggregation, replication, and speed conversion, nGenius 2200 series packet
flow switch supports line rate hardware-based packet filtering and session-based load balancing
of packets to tools.

User-independent filtering allows traffic to be distinguished according to source and/or
destination MAC address, IP address, SCTP/TCP/UDP port, as well as by specific protocols, such
as HTTP, VolP (SIP, RTP), and others. A custom filter enables more granularity, specifically within
the payload of a packet. Filters can be ingress, egress, and overlapping.

Session-based, flow-aware load balancing provides user control of traffic distribution to
monitoring tools, increasing output capacity while maintaining session integrity. For example, a
10G network can be captured and automatically balanced across multiple 1G monitoring tool
ports based on user-defined session criteria. The load balancing can operate in tandem with
hardware-based filtering or independently.

' Total number of ports in a single vMesh is dependent on quantity and complexity of filtering.

nGenius 2204 packet flow switch | Up to 24 Port 1/10 GE
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Packet Optimization

In addition to delivering the right traffic to the right tools, nGenius 2200 series packet flow
switch optimizes the packets themselves to improve the efficiency and effectiveness of the
monitoring applications.

The nGenius 2200 series packet flow switch advanced hardware-acceleration enables packets to

be optimized at line-rate, with minimal latency and negligible jitter, for a broad range of functions,
which include removal of tunneling or encapsulation protocol headers, removal of undesired (or

authorized) payload, addition of a timestamp, and others.

Security Optimization

To take action as offenders and bad actors are detected, the active inline security tools need to see
and handle all the traffic that must be inspected.

nGenius 2200 series packet flow switch, with active inline forwarding and tool chaining, allows
aggregation, filtering, and load-balancing of real-time network traffic toward multiple inline security
applications while maintaining only a single intrusion into each network link. The integration of
PowerSafe chassis modules ensures that the security policies are maintained during power failure,
and the deployment of application-specific health checks (not just heartbeats) in conjunction with
policy-based triggering facilitates automatic failure scenarios including high availability.

Management

nGenius 2200 series packet flow switch can be locally managed via a serial console and remotely
managed via a Web GUI, CLI, XML API, and the Management Center (v\MC™) using HTTP, HTTPS,
SSH, or Telnet. Users can monitor the system via use of Syslog and SNMP.

All PFS devices support field software updates for additional features and performance
enhancements. The vMC supports full management and configuration of nGenius 2200 series
packet flow switch, as well as nGenius 4200 series packet flow switch and nGenius 6000 series
packet flow switch products.

The nGenius packet flow switch series, including nGenius 2204 packet flow switch, provides
automated event-driven monitor output traffic direction and responses (Syslog messages, SNMP
traps, light front LED, deactivate ports) with a variety of user-definable trigger event types.

Power and Compliance

nGenius 2200 series packet flow switch is NEBS Il compliant; it is available with hot-swappable
power supplies, fans, air filters, and chassis modules. Redundant power supplies allow seamless
transitions between power systems to ensure uptime.
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Features and Benefits

Features Benefits

2 Requires advanced chassis module.

3 Total number of packet flow switches in a single vMesh is dependent on device sizes, number of ports, and complexity of filtering.
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Features Benefits
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Chassis and Modules

nGenius 2200 Series PFS Components Description
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Product Specifications

Physical Characteristics

Base Chassis (w/o PSU) 2RU (3.5in. /89 mm) 17.35in. /441 mm 27.5in./699 mm 20.7 1b. /9.4 kg
1G/10G standard chassis module 3.1in./78 mm 3.4in./86 mm 16.2in./411m 261b./1.2kg
1G/10G Advanced chassis module 3.1in./78 mm 3.4in./86 mm 16.2in./411m 351b./1.6kg
1G/10G PowerSafe chassis modules 3.11in./78 mm 3.4in./86 mm 16.2in./411m 3.11b./1.4kg
1G/10G Advanced PowerSafe chassis 3.1in./78 mm 3.4in./ 86 mm 16.2in./411m 4.01b./1.8 kg
modules

AC Power Supply Unit 3.3in./85mm 4.2in/106 mm 9.21in./234 mm 331b./1.5kg
DC Power Supply Unit 3.3in./85mm 4.2in/106 mm 9.4in./239 mm 291b./1.3kg
Rear Fan Tray 3.3in./85 mm 6.3in/ 159 mm 5.11in./129 mm 1.31b./0.6 kg

Power Specifications

Base chassis 100 to 240 V AC, 140 W. Fully loaded: 450 W, 5.0 A
-48 V DC, 140 W. Fully loaded: 450 W, 11.3 A

1G/10G standard chassis module? 15W

1G/10G Advanced chassis module* 72 W

1G/10G PowerSafe chassis modules* 18 W

1G/10G Advanced PowerSafe chassis 75 W

modules*

AC Power Supply Unit 720 W, 8.0 A

DC Power Supply Unit 600 W, 15.0 A

Rear Fan Tray (included as part of the base chassis)

4 Chassis modules running at full line rate, loaded with the described transceivers if applicable.

Environmental Specifications

Temperature Operating: 32 to +113 °F / 0 to +45 °C, Storage: -4 to +212 °F /-20 to +100 °C
Humidity Operating: 20% - 80%, non-condensing, Storage: 5% - 95%, non-condensing

Electrical and Optical Characteristics

I

Data rates: 1Gbps, 10Gbps

Interface types: Ethernet: 1000 Base-T, 1000 Base-SX, 1000 Base-LX, 1000 Base-ZX, 10G Base-LR, 10G Base-ER,
10G Base-ZR, 10G Base-SR, 10G SFPwire

Propagation delay: < 3.2ps for 10G, <13.2us for 1G
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Standard Specification(s)
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Ordering Information

Part Numbers Description

For transceivers, please refer to list of SFP and SFP+ transceivers offered by NETSCOUT®.

°> These parts are not main price list items. Please contact a NETSCOUT representative for correct part numbers.

N ETSCO UT Corporate Headquarters Sales Information Product Support
® NETSCOUT Systems, Inc. Toll Free US: 800-309-4804 Toll Free US: 888-357-7667
Westford, MA 01886-4105 (International numbers below) (International numbers below)

Phone: +1 978-614-4000
www.netscout.com

NETSCOUT offers sales, support, and services in over 32 countries. Global addresses, and international numbers are
listed on the NETSCOUT website at: www.netscout.com/company/contact-us

© 2018 NETSCOUT SYSTEMS, INC. All rights reserved. NETSCOUT, the NETSCOUT logo, Guardians of the Connected World, Adaptive Service Intelligence, Arbor Networks, the Arbor Networks logo, ATLAS,
InfiniStream, InfiniStreamNG, nGenius, and nGeniusONE are registered trademarks or trademarks of NETSCOUT SYSTEMS, INC., and/or its subsidiaries and/or affiliates in the USA and/or other countries.

Third-party trademarks mentioned are the property of their respective owners. PFSPDS_001-1801 02/2018
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