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nGeniusONE Solution Compliance
with Department of Defense Unified
Capabilities Requirements

The Department of Defense (DoD) Unified Capabilities Approved Products List (UC APL) provides
a single consolidated list of products that have completed certification for use in all DoD network
infrastructures. The following NetScout products have been certified for placement on the UC APL:

nGeniusONE™ Service Assurance platform (V5.2.1)

InfiniStream® appliance (V5.2.1)

The nGeniusONE platform streamlines service delivery assurance and management by providing

a converged solution for network and application performance management, delivering holistic
visibility across complex, multi-vendor, distributed environments. The platform delivers a top-down,
service-focused perspective of performance characteristics of all infrastructure and application
elements associated with service delivery. This efficient approach dramatically reduces mean time to
resolution (MTTR) and saves time and resources by utilizing the right expert to investigate the right
service component at the right stage in the resolution chain. The nGeniusONE platform is powered
by Adaptive Service Intelligence™ (ASI) technology, NetScout's patented next-generation Deep Packet
Inspection (DPI) engine that exploits the inherent richness of packet-flow data to provide a contextual
view of service, network and application performance. ASI enables proactive service triage, advanced
network performance management and advanced packet analysis.

The InfiniStream appliance is an intelligent deep packet capture and analysis appliance that delivers
dedicated, always on, monitoring and continuous capture capabilities for real-time and back-in-time
analysis. The InfiniStream appliance uses ASI technology to perform local real-time granular Layer 2-7
data mining as traffic crosses the wire, eliminating the need for middleware and extensive backend
processing while reducing management traffic loads. In addition, the appliance captures, indexes and
stores packets crossing the wire for comprehensive deep-dive forensic analysis activities.

About the UC APL

The UC APL was established in accordance with the Unified Capabilities Requirements 2013 (UCR
2013) Errata-1. The DoD UCR 2013 specifies the technical requirements for certification of approved
products to be used in DoD networks to provide end-to-end Unified Capabilities (UC) (UCR 2013
Section 1.1). Defense Information Systems Agency (DISA) connects all branches of the military as well
as related services, agencies, and coalition partners. The DoD and DISA operationally define ‘Unified
Capabilities’ as the integration of voice, video and/or data services delivered ubiquitously across a
secure and highly available network infrastructure, independent of technology, to provide increased
mission effectiveness to the warfighter and business communities (UCR 2013, Section 1.3). The DoD
UCR 2013 also provides a common language and reference for DoD Components’ implementation
of UC technology, supports implementation of DoD Component solutions, and directs adherence to
common standards and specifications to support the Department’s Joint Information Environment goal
of establishing effective, secure, and common UC. (UCR 2013 Section 1.1).

The purpose of the UC APL is to maintain a single consolidated list of products that have completed
Interoperability (I0) and Information Assurance (IA) certification. Use of the DoD UC APL allows

DoD Components to purchase and operate Unified Capabilities systems over all DoD network
infrastructures.
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Figure 1: Tested NetScout nGeniusONE solution with the nGeniusONE platform and the InfiniStream appliance.

The Unified Capabilities Certification Office
(UCCO) acts as the staff element for the
Defense Information Systems Network
Program Office (NSP), Capabilities Center to
manage the DoD UC APL Process.

Value of UC APL Listing

This is the single approving authority for all
U.S. military departments and DoD agencies
in the acquisition of communications
equipment for connection to the Defense
Information Systems Network (DISN). The
approval of the NetScout products for
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the UC APL list validates that the listed
NetScout products have been verified to
be compliant with DISA requirements and
facilitates the process of acquiring and
deploying NetScout product offerings by
DoD Components and agencies

Helpful Links

DISA, DoD, Network Services,
APL Testing & Certification page:
http://www.disa.mil/Network-Services/UCCO
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NetScout offers sales, support, and services in over 32 countries.

For more information, please visit
www.netscout.com or contact NetScout
at 800-309-4804 or +1 978-614-4000
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Taipei 105, Taiwan
Phone: +886 2 2717 1999

Summary

NetScout is committed to meeting the needs
of government entities and enterprises
around the world by delivering solutions that
meet stringent security and interoperability
standards of the DoD and DISA. Inclusion

on the UC APL of nGeniusONE (V5.2.1)

and InfiniStream appliance (V5.2.1) creates
confidence for NetScout DoD customers
from knowing our products are proven,
tested and approved to operate within

DISA networks and support DoD directives,
initiatives and missions.
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