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FOR ELECTION SYSTEMS

Stopping cyberattacks from interfering
with election systems

PROTECT THE INTEGRITY OF THE VOTING
PROGESS

Since the introduction of the Help America Vote Actin 2002, U.S. government
organizations and election committees have been enhancing the technology
and making security improvements to the election systems, equipment and
processes used for federal elections.

Election board members and state IT leaders need to protect the integrity of the
voting process by stopping cyberattacks from interfering with election systems.

ENHANGE CYBERSECURITY FOR ELECTIONS

CrowdStrike® Services provides the best-practice frameworks needed to
assess and enhance cybersecurity maturity levels for election systems to
protect the integrity of the voting process and the sanctity of the democratic
institutions under which we continue to thrive. These services include:

= Compromise Assessment

m  Cybersecurity Maturity Assessment

m Security Program In-Depth

= Falcon Complete™ (Security as a Service)

CrowdStrike leverages a market-leading endpoint protection platform and

global threat intelligence and hunting capabilities to help stop breaches from
impacting and disrupting federal elections.

KEY BENEFITS

Reduce the risk of attacks
disrupting elections

Identify ongoing and past
attacker activity in election
systems

Improve security posture across
the voting process

Identify gaps in your
cybersecurity program

Prioritize improvement areas to
enhance security

Deliver prioritized plans to
reduce cyber risk

Leverage global threat
intelligence and threat hunting
to stop breaches




CrowdStrike Services

CYBERSECURITY FOR ELECTION SYSTEMS

SEGURITY ADVISORY SERVICES

CrowdStrike Services equips organizations with the protection and expertise
they need to defend against and respond to the most advanced persistent
security threats. CrowdStrike's portfolio of services enables election board
committees to answer key security questions: Have my election systems been
breached? Are my security practices for the voting process mature? Am | ready
to handle a security incident should a breach occur?

= Compromise Assessment: [dentify any current and past attacker activity
that has occurred within your election systems and voting infrastructure.

m  Cybersecurity Maturity Assessment: Evaluate your current maturity level
and ability to prevent, detect and respond to advanced threats.

= Security Program In-Depth: Conduct a detailed review of your security
practices to create an impactful improvement plan to enhance your security
posture.

= Falcon Complete (Security as a Service): Deliver a comprehensive
managed cybersecurity solution with the highest level of maturity leveraging
the Falcon endpoint protection platform and CrowdStrike’'s 24/7 proactive
threat hunting team.

ABOUT CROWDSTRIKE SERVIGES

CrowdStrike Services equips organizations with the protection and expertise
they need to defend against and respond to security incidents. Leveraging the
cloud-delivered CrowdStrike Falcon® platform — including next-generation
endpoint protection, cyber threat intelligence gathering and reporting
operations, and a 24/7 proactive threat hunting team — the CrowdStrike
Services team helps customers identify, track and block attackers in real time.
This unique approach allows CrowdStrike to stop unauthorized access faster
and prevent further breaches. CrowdStrike also offers proactive services

S0 organizations can improve their ability to anticipate threats, prepare their
networks, and ultimately stop breaches.

Learn more at www.crowdstrike.com/services/

Email: services@crowdstrike.com
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WHY CHOOSE
GROWDSTRIKE?

Proven human expertise:
The CrowdStrike team
comprises seasoned, expert
incident responders, malware
researchers and cyber
intelligence professionals.

Adversary intelligence:
CrowdStrike Intelligence
provides up-to-the-minute
research and reporting on
threat actors, and the latest
tactics, techniques and
procedures (TTPs) being used
by adversaries.

Unrivalled threat hunting: Gain
increased protection against
sophisticated and stealthy
threats with proactive threat
hunting that expands the search
for adversary activity across
your environment 24/7.

Superior technology: The
CrowdStrike Falcon® platform
delivers next-generation, cloud-
native endpoint protection to
detect adversaries, eject them
quickly and keep them out.




