FLASHPOINT

INTELLIGENCE REQUIREMENTS

PHYSICAL THREATS

Physical Threats to Critical Infrastructure, Government
Agencies, or Executives, Reporting on Specific
Countries to Inform Travel

COUNTERTERRORISM
Extremism, Spreading of Propaganda, Terrorist
Financing, Targeting, and White Supremacy

THREAT LANDSCAPE
Reporting on Specific Countries to Inform Travel,
Supply Chain, and Other Operations Overseas

INSIDER THREAT

Insider Threat and Insider Recruiting per Reporting
and / or Investigative Work

DISRUPTION & DESTRUCTION

Distributed Denial of Service (DDoS) and Other Attacks
on Networks or Domains

ILLICIT DRUG TRAFFICKING
Raw Intelligence on the Sale and Distribution of
Narcotics, Opioids, and Pharmaceuticals

ABOUT FLASHPOINT

CYBERCRIME
Visibility and Access into Financially-Motivated Threat
Actor Communities (e.g., Forums, Marketplaces, Chat)

FINANCIAL FRAUD

Raw Intelligence on Emerging Financial Fraud
Schemes Collected Directly from Threat Actor
Communications

EMERGENT MALWARE

Collections, Analysis, & Associated Indicators of
Compromise (I0Cs) on Emergent Malware

COMPROMISED CREDENTIALS
Compromised Credentials or Other Means of
Gaining Unauthorized Access

EXPLOITS & VULNERABILITIES

Information to Enable Risk Mitigation and Hygiene
Efforts Based on New and Emergent E&V

DATA BREACHES

Investigation into Data Breaches and Other Leaks of
Sensitive Information

Flashpoint is the globally trusted leader in risk intelligence for organizations that demand the fastest, most
comprehensive coverage of threatening activity on the internet. From bolstering cyber and physical security, to
detecting fraud and insider threats, Flashpoint partners with customers across the private and public sectors to
help them rapidly identify threats and mitigate their most critical security risks. Flashpoint is backed by
Georgian Partners, Greycroft Partners, TechOperators, K2 Intelligence, Jump Capital, Leaders Fund, Bloomberg

Beta, and Cisco Investments.



