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Agenda

• Understanding the history of cloud security in the federal government
• FedRAMP application to AWS
• AWS use cases for managing FedRAMP
• ATO on AWS
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The Federal Risk and Authorization 
Management Program (FedRAMP) is a 
U.S. government-wide program that 
delivers a standard approach to the 
security assessment, authorization and 
continuous monitoring for cloud 
products and services. 

The governing bodies of FedRAMP include the Office of Management and 
Budget (OMB), U.S. General Services Administration (GSA), U.S. Department 
of Homeland Security (DHS), U.S. Department of Defense (DOD), National 
Institutes of Standards & Technology (NIST), and the Federal CIO Council.

Know the history
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AWS must comply with NIST security requirements based on the security categorization.

AWS must have an assessment conducted by an independent third-party assessor (3PAO). 

AWS must have authorization packages reviewed by a Joint Authorization Board (JAB) 
consisting of security experts from the three agencies. 

AWS must leverage standardized contractual language and templates provided by the 
FedRAMP Project Management Office (PMO).

A repository of authorization packages must be available government-wide. 

The FedRAMP memo introduced the following five (5) requirements which are fundamental to 
the FedRAMP program:

Know the history
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FedRAMP application to AWS

FedRAMP applicable Regions
In the United States, the 
commercial AWS East/West 
Regions (IAD, PDX, SFO, CMH) 
are authorized in the 
FedRAMP Moderate
categorization. 

The AWS GovCloud (US) 
Regions (PDT, OSU) are 
authorized in the FedRAMP 
High categorization.
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# of AWS services FedRAMP High 
authorized in AWS GovCloud (US) 43

# of AWS services in FedRAMP High 
authorization queue 27

# of new AWS service FedRAMP High 
authorizations in 2019 15

# of AWS services FedRAMP Moderate 
authorized in AWS EastWest 48

# of AWS services in FedRAMP Moderate 
authorization queue 30

# of new AWS service FedRAMP Moderate 
authorizations in 2019 6

AWS GovCloud (US)AWS GovCloud (US) AWS East/West (US)

FedRAMP application to AWS
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Most recent update: AWS has received authorizations from the 
following services in September 2019. 

Amazon API Gateway Amazon CloudWatch
Amazon Elastic 

Container Registry
Amazon Elastic 

Container Service Amazon Elastic File 
System

Amazon Elasticsearch 
Service Amazon Inspector Amazon Polly AWS CodeDeploy AWS Config

AWS Direct Connect AWS Lambda AWS Step FunctionsAWS Elastic Beanstalk

FedRAMP application to AWS
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AWS service FedRAMP authorizations planned by Q1-2020 

Amazon Aurora

Amazon Athena

Amazon GuardDuty Amazon RekognitionAmazon ComprehendAmazon Cloud
Directory

Amazon Kinesis
Data Firehose

Amazon Route 53 Amazon SageMaker Amazon Transcribe Amazon Translate Amazon WorkSpaces AWS CodeBuild AWS CodeCommit

AWS DataSync AWS Directory Service AWS Glue AWS IoT Core AWS IoT Device 
Management

AWS IoT Greengrass AWS License Manager 

AWS Server Migration 
Service (AWS SMS)

AWS Organizations AWS Service Catalog AWS WAFAWS Trusted Advisor

FedRAMP application to AWS
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Amazon API Gateway Amazon Kinesis Data Streams AWS CloudTrail

Amazon CloudWatch Amazon Polly AWS CodeDeploy

Amazon CloudWatch Events Amazon RDS (MariaDB) AWS Config

Amazon CloudWatch Logs Amazon RDS (MySQL) AWS Database Migration Service

Amazon DynamoDB Amazon RDS (Oracle) AWS Direct Connect

Amazon Elastic Block Store Amazon RDS (Postgres) AWS Elastic Beanstalk

Amazon Elastic Compute Cloud Amazon RDS (SQL Server) AWS Identity & Access Management (IAM)

Amazon Elastic Container Registry Amazon Redshift AWS Key Management Service (AWS KMS)

Amazon Elastic Container Service Amazon Simple Notification Service AWS Lambda

Amazon Elastic File System Amazon Simple Queue Service AWS Snowball

Amazon Elastic MapReduce Amazon Simple Storage Service AWS Snowball Edge

Amazon ElastiCache Amazon Simple Workflow Service AWS Step Functions

Amazon Elasticsearch Service Amazon Virtual Private Cloud AWS Systems Manager

Amazon S3 Glacier AWS Auto Scaling Elastic Load Balancing

Amazon Inspector AWS CloudFormation

FedRAMP application to AWS
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Use cases for managing FedRAMP
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AWS use cases for managing FedRAMP

Threading the needle with the government, our 3PAO, and with AWS service teams
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Challenges of meeting Continual Monitoring (ConMon) 
Performance Management Risk Management Triggers – a 
blanket threshold

• Patching for scan vulnerabilities across thousands 
of fleets and millions of hosts

• A continual onslaught of 3PAO pentest and 
manual control findings

• Won’t hire/can’t hire fast enough

AWS use cases for managing FedRAMP
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AWS use cases for managing FedRAMP

,
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Initiatives to help our partners accelerate and simplify the authorization process:
• Increasing accessibility of documentation for non-federal customers

• Providing timely updates to the Service in Scope webpage

• Additional granularity and direction in our documentation (i.e. Customer 
Responsibility Matrix) to apply the AWS Shared Responsibility Model

• Providing key documentation to assist agency authorizations

AWS FedRAMP Compliance Program
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ATO on AWS
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Security & Compliance Acceleration Program
Helps customers, partners, and Independent Solution Vendors 

(ISVs)

Outcomes

Accelerates security & compliance authorization process

Reduces cost & time (average 18-24 months) – FedRAMP

Provides reusable artifacts including guidance, templates, tools, 
and pre-built templates from Amazon Partner Solutions 

Builds and optimizes DevOps, SecOps, Continuous 
Integration/Continuous Delivery (CI/CD), Continuous Risk 
Treatment (CRT) strategies

Develops proven techniques using AWS Security Automation and 
Orchestration (SAO) methodology

What is ATO on 
AWS?
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Amazon Partner Driven Process
Includes:
ü Training
ü Tools
ü Pre-built automated deployment capabilities
ü Control implementation details
ü Pre-built artifacts
ü Direct engagement
ü Qualified System Integrators
ü Visibility and marketing

Breaking It Down
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The typical FedRAMP journey
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Benefits

Reduce effort to deploy security configurations and collect audit 
data to meet compliance requirements for solutions on AWS

Build an end-to-end automation capability to streamline 
regulated workload deployments

Collaborate with the Joint Partner Programs supported by AWS 
to develop and deliver unique capabilities and solutions

Works with Qualified System Integrators:
ü To build and support environments that meet compliance standards and requirements

ü To minimize and simplify ISV’s area of responsibility by offloading hosting and 
compliance management

ATO on AWS?
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Visibility and marketing for ISVs

ISV ATO’s for solutions published and marketed on the ATO on 
AWS landing page with the option of a written or video 
case study
ATO on AWS APN designations for the solutions that can be 
used by the ISV in their marketing artifacts and materials 

ATO on AWS 
Designation

ü FedRAMP on AWS
ü DoD SRG on AWS 
ü CJIS on AWS
ü PCI on AWS 
ü HITRUST on AWS
ü IRS-1075 on AWS

Real world examples:
Smartsheet 
• Leveraged tools and partners available through the ATO on AWS program 
• Accelerated from no presence in AWS GovCloud (US) to FedRAMP compliant 

in less than 90 days

Innovest and Coalfire 
• Innovest Systems turned to ATO on AWS partner Coalfire for advisory services 

to build a FedRAMP-compliant platform
• Platform was built in less than six months, were able to attract a new 

government customer, and reduce costs
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ATO on AWS Program 

Automation leverages Infrastructure as Code concepts

Certification optimizes security processes

Validation enables continual tests and monitoring of security       

configurations

Empowerment emboldens informed decision-making and drives 

change

Guiding tenets for 
ATO on AWS
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Goal
Verifiable compliance control solution for regulated workloads

Outcomes
Accelerated path-to-production

Improved compliance and security posture

Reduction in non-compliant findings and re-work

Demonstrable controls to support the assessment process

Implement security 
and compliant 
architectures
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Optimized cloud 
risk management
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Resource 
provisioning

Automate and deploy
AWS CloudFormation provisions your resources in a safe, repeatable manner, allowing you to 
build and rebuild your infrastructure and applications without having to perform manual 
actions or write custom scripts.
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Automated 
architecture

Templated infrastructure 
provisioning 
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Configuration 
management
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Monitoring & 
performance
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Governance & 
compliance

AWS CloudHSM is a cloud-based hardware security module (HSM)
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Resource 
optimization
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